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1. Yauvy

o as ¢

wasgruatuilesuneadmi nsruiuns n1sUssdiumudes lasnsimuassauaudiiaie

'
o aa o = s

Fanatlanseiu

2.1

2.2

2.3

2.4
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2.7
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2. unileny

a

ANUVINgYIAlglulnsguatul daweluil
nsfgaduazduduin el nszuiunisiigaiuardudumiugnieeasinyaaa [1]

dndnwal (identity) vunefia anvazianizvayAnadausaUvensedwunlilaenudnvue

viseyaveIRdnuarlgtaiufyanatiu [2)

vanew) 10 fegwwesgidnuariioidesiuyarasssunn Wy waUszdi Jeyaea fieg ufeutiin duia
wngaulvnsdwimaaun amlumh wiedeyaszyaunsaiiuanaldau

vanewn 2: fegruvesnudnvasiintesiuifiyana Wy wimadouifyana Sedfuana Adsditnanilng
vseflonssunisvesiiiyama

wiNgLEARIAL (identity evidence) vanefis lonansnnenmvisedeyadidnnseiind Feaunse

T dundngrulunsfigatsnu

n"sfgadinY (identity proofing) nuefle Ns¥UIUNMITIUTINLEEATIVERUTYaIR eI UTRdnYal
YDIYARA UarN1ITIvdUAMILTBNlesTEnINyARATuBYanyInuSnan walily (2]

dnld8udusiiny (authenticator) nuefls Aeiildivoulesdndnuniduyana SiypratunsouAsed
wagauAuiiveldlunstuduiiny wu saru Joyadinin [2]

M59RNIATUIMISIANTSETIdEuGUR AU nuneis nsvuunswelesdndinwalvasynnaiiniunis
fgaudemuudndrivadlddududn uarnsuimadnnisdadildgududnuni (2]

n1s8ududanu (authentication) vianefls nsruruNsBudusndnwaluesunnan N InTIREEUE
Tguusmuvosymaaiy [2]

Aaauuaziuduianu (identity provider: IdP) nunedia wiasanuiiliusnisunyaranisuenfe iy
nsfigatlinn MesenuarusmsInn1sdenligududinu vienstuduieu Ml figaduaziudu

kY U
o

fnua1seumngnuudlgliuInmMIn1euen (outsourcing) nsadunuveiigatlavdudu

Y

ny (agent) TnegfiguiiuasBududnuiuiagoutaiowduldniunisies

-1-
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2.10

2.11

212

2.13

3.1

Ao

Ho AL sEUUiINY (relying party: RP) vunefle yapansemhesauiiiiimandanansiudusiinu

'
= a

90 IdP visedsilddududnunyldusnmsiiegreuuds Tunsdndulafiagliusmsganssundelians
Tumadnldausyuy

wnasdeyaiiundede (authoritative source: AS) wngfis widsfeyaiiimslideyaviadaridoya
ogailmana fwdninas viefinisdeds ilelivssnvundengussfivannsonsiaaeuniensny
Poyasina o la

vinewe:  fegevewvasieyaiindefle 1y ssuunsaseuteyaiivatudndnuallanihenuvessy

¢ o

[P . = P a Yo o o8 va o o o 9]
W LUIN1T (subscriber) nunedls yarafidunsiaslfmuwaslad Sud i ld8uduiinui old
TunsBudusnau

szRuANUNBTiounINsRgIlfnu (identity assurance level: IAL) nuneds sefuAudume
Tunszurunsiigaldnureynng

sgauANULY efieveen1sduduiinu (authentication assurance level: AAL) nun8fiy szdiu
AudualunszuIumstududinuvesyarailddnlddudusnu

as

3. MsigalnasdududInun1afIng

ATNWI

dndnual (identity) flo dnwaglanzvesuanadsaunsovavenrieduunliloenudnuuy

o o P Y Y & daa o Ls L. . . & W w ¢ ol
winyaresndnurlinglesiudyanaty Tuvaen@dvialed (digital identity) asiludndnwald

¢ a a ¢ oat o aa w Al o a o a ¢ o &
Uu%ﬂluZULLUUQLaﬂVI‘JQUﬂﬂ “IN‘Uﬂﬂaﬁ’]ﬁﬂiﬂﬂ’m"U‘Vlﬁl@WIUIﬂUH"IiVHSﬁﬂiﬁWIN@Laﬂ‘Vli@‘L!ﬂﬂ YU

9
aa 8/ =

mﬁ’alaﬁmamm’azqmaamaa:ummme5mzmiuu%’umaw%‘miqiﬂﬁmm‘ja 9 wrolala
ududesdienuamziaizasduynuiun sddlsiou vdnsgsnssuunssiamenaliifaudune
Iumim'ﬁwaau%gaﬁmﬁué’mé’ﬂmﬁﬁuwﬁ%’ﬂ%mi wu mslfuinstuaviededauseulad v
uinsssnssudseiand fanudsege wu mshivinsmanisdu flivimsssdemaudaya

nenfudndnuainwiaswesliusnsdmiuldidunivialedlunisingsnssunididansedind

nsiigaviau (identity proofing) unszuumsiiEfigaiuazBusufnu (dentity provider.
IdP) sausamuazasIvaaudeyaisiiusadnualvesyana Lazasvaeunadenlssszinsyang
fudeyaierfusadnuaitu Tneifrusrasdifeliilaidndnuaiindnéadusndnuaivonana
fuads (du yarafinanrrimuaesde “aumne” fio “durn” e lalgyamadutasudan) viad
snpsguatuiimuseudunnvensruiunmsigadimuiussduidendn “seiummunindetie
maﬂﬂﬂsﬁqaﬁﬁ’mu (identity assurance level: IAL)”

yaRafi iunsiigatdinus sufosudr9sud vuanuzidu “glduing (subscriber)”
narld$ud i ldBududanu (authenticator) iieldlunsdudusndnvaivesyana odldusnng
fosmsilduinsvdevhgsnssumedidnmsedindfudendunsBudiusmnu (relying party: RP) Sy
flisnsiidesmmsudeyaifudndnuaivesdlivinmatoudadulafiasliuinsssnssusndn
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RP 9zwali IdP Agldusmsiagrunmsiigaldinuiayldfuaildduduiinuinteou dresniunig
Budusnuveslduinig

n1sfiududnm (authentication) WunssuIumMsudiusadnualvosynrasmsnisniaaeuds
Tigususmuveyanaiiu Tasd Tngussasdifielviduladnyarad mdadldusnsasaunsosuay
AruAuAsildduguinuduads (du yaeafisdadrlduims Ae “avme” fass dnsensifariiu
andey) el wasgruatul fMuunmiudunavesnssuiunisiududimuduseduilifonda
“sefumuiifeiievesnistiudufinu (authentication assurance level: AAL)”

dloglduinisaunsafusudnuiv Idp TinuesnseunsoskarmuauAsiliduduimeuass
AN 35 (protocol) 7 Avun 1dP zd swan1s8ugudany (assertion) iy RP 1 o149l
msdndulafiarliuimsssnsamtelidvilunadildnussuu TnsnamsBudusnuenalsznoudae
wanssIvaeuAsldBudusiin wardeyaiiertusadnuaiveslduins wu tavdsedh Joyana
FuieudiAn flegdua mnoiaalnsdmindoud visqadnunrdy 4 fvunulilunssuiunsiigad
fnu Feduagfuuloueres IdP arudesnisves RP waganudugaslumsUanevayaveadived
Uoya

o o & ' v o Y]
ﬂ?qNﬁNWUﬁizﬂqqﬁﬁdmLﬂHQ%aﬂ

anwduiusseniniifgidedunmsfigalimnuuwazdududin wanaduununmaugua 1
InemudhereagUasntunsyuiumsiigalinu uazdurveagUazidunssuauntsiudusanu

nszuIUNIgAlAa AsTUIUNISEUSURINU
3 wWabuanuziy ‘ 1 wadhldusans =
O ’ H ’ » ===
-, @ ®- > =l
: - o ' = v a "
m‘leUﬁiﬂ'ﬁ lﬂL‘l‘l’UAﬂ'\s 4 I:‘UEJQJVISLWBI‘WU?H'IS RP
»

2 fududliaunis

y v o
Fanlddududnu

3 dewan1sbudufanu

N o

- i ‘
1 asaseudeya e
IdP AB riguwaziuduseu (identity provider)

AS RP g forfunstuduiny (relying party)
.1 v A el a . .
AS Ag Umasuayauwtane (authoritative source)

JUN 1 anuduiusseninedinetaslunisigaldinuuaziududinu
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nszuIuMsigauimuiitunounily Asdl

(1) yrranUszasAazdfdvialefdmsunisvirgsnssumedidnvsednduinansaudiy 1dP
9 1dP afigaldInuveIuAnanIusEaAv 1AL finvun lagonaiinsnsisdeundngiu

o <

wansnuuazdayanefudndnualiu AS Suilansnsivaeuaudonledsenieyana

fugnanualiiy

(2 wnmsigadinudisa 1dP aveenvieamaduudeildduduin uandeulssdndnual
voayanafirumsigaifmauudadifuailiduduiamuiu e 1dp Sudiifudnw
Yoyaienfusndnual doyanadenlosdndnualfvdilidusuinu wasanuzves
AildBudumn aaonorgnsldnuvesdeilddususnu

(3) yamaiiiunsRigadMnuudrazid suanunduliving wasdninfiquain
aeldBuiuimuuesmuLeg

nszuunstududinud aind il og lusnsdesnisirldus nmsuievig snasunig
diannselindriy RP vunewiily fsil

(1) {lEusnsvardlduinsvievigsnssuiu RP IneldAdvialedislsedu IAL waz AAL
ADANGDINIUAIIUABINITVDS RP

(2) RP 1w (redirect) w3auugthligldusnsludududnuiu 1dp flduinsiaeniu
nsfigaudnuuney warlvigldusnisiuduiinuiu IdP 7ueensouasaIkasAIUAN
AviildBudufmunuinasiisuiessdu AAL fifvun

(3) IdP avavaeunTgnosaranusvedeiiliBusuinu udrdmamsiusudmilisy
RP @4 RP annsalddeyannuamsiududmilunisdadulafiagliuinsginssuvie
anglunmsinldaussuuiugliuinng

@ RP vhmadoudertuglivimaiieliuinsgsnsamdelidlinussuy

viell RP way 1dP arawduvtisanuhendy (NS 1dP sendeilddudusimuieldnnsluians
oanu891U) NSorduruasnuguTy (RGN IdP 9and N 1g Sududinui ol us nasun
yARanIwUen)

Aanlggududainu

{ '
a oAl

Aanlddududmu (authenticator) e dsldl¥ouledndnyalivynna JeyaRatuATEUATE

(2

wazauay iveltlunistududnuiu Idp visll Aenldduduinunndurziidadsvasnistudusiin
(authentication factor) egtipenilalade lnsladuveanisiudusnunueaniu 3 Uszian fall

=

(1) dWAn3 (something you know) fia Yayaifldusmsvntunngu wu sianu (password)

U

wazLasiaaIuR (PIN)

(2) dsfinauil (something you have) fig d3vasiiglduinisuintuaseunses W neyualdnsia
(cryptographic key) Qﬂﬂszﬁﬁamiﬂiaqmaﬁu (out-of-band device) LLaquﬂiiﬁ OTP (OTP

device)
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e

(3) &sfinaudu (something you are) Ao Tosadailf (biometric data) woeldusnis tiu
amlunii waranginie

' '
a o

FafldPusuinuaravszneumedadsvesmsiudusmeuiismiedads (msfudusauuwuy
Uasdenflen: single-factor authentication) wiausznaumsiladeveanisiududmuannnimi dlase
(nMsduduimunuunaisdads: multi-factor authentication) lngAnuduaInvesruunisdudu
é’]’muwﬁuaeﬁusﬁ’wmuﬂﬁa‘uaqmiﬁuﬁuﬁmuLLaxm1uaﬂmaalumsﬂaqﬁumﬂwﬁmaasz‘uu
nsfududanuy egralsiiny 0P wie RP enlddeyauszneudy 9 Wy deyaszysiumis viedoya
ssygUnsaliiyanaldiy teiiumuiuanasndsvessyuunisfuduin uidoyamaniazlide
Juthdevesnsiududinu

Tunsuduimunuulinuiiusiond glduinsdewandiiiuiinuesnseunseuazaiuay
Feilddudusaudldamadoul3du IdP ieduduinnuendudivsssndnualfinandisasa
\o99nd WildBududnuasiidoyadu (secret) lamgglduinisdaaiainduannsatunld
Sudusnuld st %’ayjaé’uiu?%ﬁi%ﬁue‘)’uﬁmummmLﬂu@q@LL%ﬁWMi (asymmetric keys) 158
Joyaduldsiuiu (shared secret)

| v o

ﬂszﬁﬁmaﬁ,gaaUL‘f']uejqzyl,m@ammmﬁfwizﬂauﬁ’mqmwmehwh (private key) agnaus
@1515mz (public key) 7 dustus du g1duin1sesldnyuadrudlud o ld 8 ududanu
wiedududany dau Idp azldnguaaisisusduiusfunguadiudaiiofuduinfldusnng
AsouAsBIlarAmIUALE 9 IFFududanuiiiinguadiudaidy (nevilunauaasisugazag

s

luguuuuluFusesnauaasisaey (public key certificate))

nsdif doyaduidudayaduldswiu douadulud dilddusuinuaadun guaauias
(symmetric keys) ¥3a39aduandn (memorized secret) lagdounneing Ae nyuaauasgnidenain
ssuuduuasfivlilussawnvievardiniiegmeldnismunuuesliuims susiistaduansniu
%’agaé’uﬁiﬁéﬂ%ﬁmiamﬁw Falnehly naguadnsaliiaslungueaunsudenguadiuiines
fimuevednUITIINNINTTEUIAT ?Nv‘iﬂﬁ:ﬁmm%’usé?auﬁmﬂLLrimsmmmImacﬂﬁﬂizaqﬁﬁ
wingwg:  wéngukan Wy Yasussiiilszaaunieludud @adsvemsiuduianulssnndsinn)
%aiﬂﬁﬁa;ﬂaé’ulugmmu@Lﬁﬂmaﬁﬂé wiirazansmhuldguduimuuuunuiiuieniniuynaa

(WU WmthAsnwinnudasnde) waldausathun s udusaunuulidnudiudondile Wesan
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vigsnssumnsdidnvsedng el 1dP fuuujuaiidunnsgiuderfuauseduanuindefeves
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1. Yauay

N &

wnsgruaduiiludemuundmivdigaduazdududanu (identity provider: IdP) lunisfiganl

oI

W = ¢ Y oa & o a a a ¢ A Y - a wa
fnuvetyaraniuszasdezliuinmianievigsnssumeBidnnsetind wiely 1dP Juuiujuaniiduuinsgiu
Weniumuszaunuieiiovein1siigadinu (identity assurance level: IAL)

wnsgruatuiiudedmuadmivndisnuniiumsiigaivasduduinuunyaraniguen
TomuualusnnsgiueduiiaunsaUssendldlatuuinisiigaiuasdudusnunldieyssloviniglufanis
yasnued Ml lufusunlndunSerulditnstuiiediulsyansamueinsiigaiuasdududny

wesgruatuiiiigluuuvesinliuanseanisgudnyuyveailoniieusiing1u (normative) uaz
Weniislidaya (informative) Auwialudl

“fa” (shall) ldseydei

1% 9/

“@35” (should) GL‘U'iSUfN Wudanuzi (recommendation)

°

Judermun (requirement) FasiosUjufinny
7

“910” (may) Tdszyddiduganvsoaygalivilg (permission)

a LY
2. ﬂ’]ﬁWQQ‘IJWNIU
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deanlddudusinu (authenticator) lnsuaradithunisiigaidnuudnsvdsuaauadudlduing warldsu
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3. s¥AuAINNYanaYeINTsHgatRanu (Identity Assurance Level: IAL)

seiuANUITaRovesn1sigauiInu (identity assurance level: IAL) Ao s¥duauduInly
nsruILNsRguliinuuayana Inesyau 1AL wiseanilu 3 szeu il

3.1 S2euU IAL1

sz IALT 8nedimssiusanteyaid madudndnual daduteyaiiyanadududionues
(self-asserted) pe19l5AR IALL awﬁmmmaaan%agaLﬁlmﬁ’uaumé’ﬂmﬁm?amimwaau
mmﬁau’lawwdwqﬂﬂaﬁ’wﬁayjaL?{mﬁué’mé’ﬂwaiﬁwi%'miﬁ'u 9 mmmmLﬁawaw‘%msqsﬂssu
wonwiflonndsnsfisunlslussiu 1AL wa 1AL3 Wy

- avnseudiumSesUievemanNg LLEnNY |

- anRaeUdnuAENINMENWIBIANg LuanInUlaol i

— AR UYOYAYEMANT IULAAIAULALATIIEBUANIULYBIVANT IULARA AL
- Wisuiiuluniwisenmluniwesaradiunmlunthvomanguuanny
- Buduvemsmsfndevasyanafiadasiduins (tu vanowlnsdw Sua)

3.2 530U IAL2

T8 IAL2 Avualilinisvendngiuuaniau nMsnsRaeudeyaifediudndnualindndnual

| (%

fnaoadudeyavesynnafifiegas uaznsnsavaeunulionlessznitsyanaiindaigaliany

' nsdldnsussidaussrrusuveiunUazasd msdaivdiuimsesuiednsussddussrauanizdundiio
srudanuduugnivensevssmalueg [5] ldmsdafivdiumiesudsvesinundainsussdssnou Wosn
mnetandsinsussdaUszvivu (aser code) Wudoyafionalilumsiudusnuvievhssnssuluuiansd mndims
Hlvavosdoyadindn enmagiiliiAnnnudomesedlduins
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Audeyaiigidudndnualiy vell nsfigaudinufiszdy IAL2 aunsavilaauunuiius ontin
(face-to-face) 3 auuvlinuiuseniy (non face-to-face) Ly nsfigaudnukuasoddiuinig
(kiosk) vi5auwaUnamTuYed IdP

IdP fiseafuszAu IAL2 anunsadwan1sdududmuniiteyaiiedudndnvainosypraiuliiu

k4

RP Videenssediu IAL wiriunSesiindild mnldsueubusenanyaraiiidudvesdoya

TumeUiUR sedv IAL2 szudssanidu 3 sedudes fis 1AL2.1, IAL2.2 uag IAL2.3 Taefianseu
ALY iinsnTnasudeyaingdiudndnunlilariinisnsrsaeunnudenlesssning
ynnafudnanyal

33  5¥AU IAL3

SRV IAL3 LA LAMULTRINNSTERU IAL2 lngivualviinisasiasuainudlog 939904
é“mé’ﬂwaimﬂLméﬁayjaﬁﬂWL‘?faﬁasuawmammaﬁgLﬁmLam warnInsIvEeUANUonlessEMIng
yanail Masigoddauiudoyaii sarusndnualdienisiusuieutoyadaif (biometric
comparison) Lﬁ'aﬂmﬁ’umiﬂaauﬁaL’f]uqﬂﬂaﬁuLLaxmsaquﬁaw&g’l Vil maﬂqaﬂﬁmuﬁssé’u
IAL3 fashuuunuiiiusionti (face-to-face) Wity

IdP fiseafuszau IAL3 anansadawanisBudusinunideyaieifudndnynivesupratiuluiu

o

RP Wifioenssesiv IAL wiriunsedndnle mnlasuanuBusenainuarafidudvesdoya
4. YomMuunvaInITNgINRINY

4.1  derimuareinssIusidayainediudndnual
JormuaveInsTuTdayangiiudndnualnusedy IAL asnsouandlaniumsnad 1

A15797 1 danmunvain1ssiusindayaiieanuananual

AU IAL JanmuavaIn1ssusudayainaafiudndnual

IALL | (1) 1dP psausindeyaieniudndnuel Faludeyaiiynraduduienuies (self-asserted)
iielduenueyndndnualiifiesduiieinasinnunnziangas

A2 (1) 1dP desurdeyaifnafusndnualnnudnguuanmuogiatios 1 atiu Weldusnues
Pdudnualilifedunsuasiinuaneza

(2) 1dP fisesiuszdy IAL2 ansadsdeyaiieafudndnunivesyanaliitu RP fidesnis
sedtu AL whiuesndils wnldfumnuBugenannyanaiifudwestoya

AL3 | (1) 1dP dessausdeyaiendudadnualonudngrunansuagaiios 1 atiu wagann
Lméﬁa;ﬂaﬁ'mL%aﬁamaqwmmmmm%’gl,ﬁmLau (wenmtlonngmteyansdouuas
nsumsUnases) Wislduenuezisndnvaliifesduisnasimuamsianyag

(2) IdP fisea¥usEeu IAL3 mm'ﬁaaiq%mgaL?‘\lmﬁuﬁmé’ﬂwa}uamﬂﬁﬂﬁﬁu RP figiaanas
seu AL WiuvSesninle mnlﬁ%’ummﬁuaammqﬂﬂaﬁLﬂuﬁwaﬁaaﬂa
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4.2 defmuavesnisniradeudeyaieanudndnual

Tarmunvesnsnyvaeuteyaifgtfudndnualmusyau IAL annsauandlaniuansei 2

n13197 2 darmuavaimsnsivsautayaiiaiudndnunl

s¥AU IAL

%’aﬁmumaamsmsnaau%’ayjatﬁmﬁ'ué’mé’nwnj

IAL1

Idp Lisdudewmseaeudeyaneiuindnuel

IAL2.1

=i W as o w § a
nsdildinsussidalsyrsuiuuaunlsyasrilundnguuansu

(1) nsdifinieseudnsussdiussvmu IdP Fesmsnaeuteyaiferiusadnuailagly
ot wTnsUsEd s su WenBsuifisudeyaiinaiudadnuaifudeyasndy
vosnsUseiiUszmvy

¥) ﬂsaﬂmLﬂiaamu‘umﬂivmmﬂivmwu IdP maammaawamammﬂuamaﬂwm ! ogld
Teynnuanistuduiinuues Idp asfiguifnuosyaratunnoufissdy 1AL2.3
Futy fed msaamamiauaummuwmayjammﬂuamaﬂwmmaﬂuqﬂﬂauuauaummﬁ
eiu AAL2 LTuegatiey

(3 IdP ensasvasULariuSutemensinsevesyaraiiasinslduing wu avadeu
vangaunsdmitugliuinsinsdwiiadeudl wasfuduremanisindedesariiu
Taduden (OTP) fiddlsinma Sms vieduum

nsfildmisdaiumadundnguuansau

(1) 1dP diaswsraaoutoyafuiusndnuailagldinaluladdearsliaeszering (hear field
communication: NFC) iiior3suifieudeyaiisafiusndnualivdonanniuveaiisde
AUN

) IdP mm‘mﬂa‘uLL,as@ué’fmﬁ'aqums@@m’amamﬂﬂaﬁaﬁﬂﬂ%ﬁmi WU ASI9EBU
mnaLaﬂwﬁwﬁr’ﬁ’wﬂﬁu’%mﬂmﬁwﬁmﬁauﬁ LagduduromIIMsRanen 8 sRaN 1Y
T¥aduien (OTP) fiddvivng SMS wiodiua

IAL2.2

nsfiliUnsuszdrfussmvunuuaiunUseasadundnguuan o

(1) nsdiiipSesedasusziiuszoim dP fewmsnasuteyaifsiiusndnuailagly
irosguinsUsydssnu ewisuisudoyaiieniusndnualiuteyanindy
VeeUnsUsTIRIUTTTIIUY

(2 nsdllsifinfessulnsussdriiszvu IdP dasmsieaeudoyaifeniudndnual Tngld
FoyannuanisBuduianumes IdP s figaidmmanyanatiantoufissi 1AL2.3
Fuly el msdsmamsBudusnuiiddeyaifenfusndnualdodiyanatusuduind
261U AAL2 LTuetnatioy

(3) 1dP flaansivaeUaINUEraIlRTUTEIIRIUTTVITUMYTTUUNTINABUTBIMNIBIILVDI5T
Tneldmunaiasdy (chip numben) nsdifisoseuinsuseddussaneu wisldnueias
ndainsUszdussnu (aser code) ndiliifiadossudnsussdriassuon
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SRV IAL

danuruavasnisasiadeudeyaingaiudndnunl

(@) 1dP msesavEeuaziuiutomamsAnsavesyraialasliuing Wi asIvdey
mngansfwiiugiusnsinsdwiiefoun wastududemimsfinseniesiariu
Tdpsade (OTP) fiddlsinie SMS w3adiua

nafildudidaumadundngrunaniay

(1) 1dP desmsvaeudeyaiioafusnanuailngldinaluladfoansldmeszerlng (NFO) uile
Wisuisudeyafudusndnualiudeyannduvesmilsdoiiuma

(2) 1dP dsnivdevanurTesidaRumssuaeyaTiidetio vionsaaouienas
ddnyUssiidunissuialnevidomhonuvesiadwesdymioenly (Hu lusyayn
v Tudud) viensapuanuzueainsused sz sTuUnT IR UTRY
mhnuuesly nglivineaanddnsussindiussansu (aser code)

(3) 1dP msnaaeulasiuiiiiamsnsinderesyanaiiasiaslduing Wy anaaey
vangraulnsdmitudlisnisnsdwiledoud uasudutesmmamsinsesesiasiiu
daduden (OTP) fiddlsivg sMS wiediua

IAL2.3

=G ¥ as o w & & L
nsalldinsuszdsussarunuuaunlsrasiilundngrunaniau

(1) nsdlilieiessudnsuszandausyaay dP @maaaau%’a;&aﬁmﬁ’uﬁmé’ﬂwaﬁmﬂ%’
\SossulnsUszsalsyvy Lﬁam‘s’amﬁauﬁagmﬁmﬁuﬁmﬁﬂ@ﬂiﬁu%yamﬂ%ﬂmm
UnsUszan@useanay uasnTIadeuan Uy 10IUnTUTe31UTE 01U TEUUATIEDU
VOIWMBNUTDITE

(2 nsdllifiedossrudnsussissaney IdP desmsraeudeyaiiodfusndnualuaaing
Use il seavularndeuan Uz veUnIUTERIUSEIUU AMUSEUUATIIEEUTD
shenuvesds Tnelimnoaumdsdasusssiaussmm (aser code) il lunsilidl
IdP fipaUSeuiieutoya®ailf (biometric comparison) Ingldszuuiigatsimumalunth
M9V (Face verification service) woensensaumalnewihti

(3 I1dP mInsndeukariuiuTemImIAndevsyanaiiaiaslduing Wy andeu
wmmmﬂmsﬁwﬁﬁumf[ﬁu‘%mﬂmﬁwﬁlﬂ?{auﬁ wazduduteImMIINISAARR I8N
Waduion (OTP) Aidddsima SMS viesuwa

nsfilduidedumaiundngunansau

° )

JamuuaiuReIny IAL2.2

IAL3

nsdildinsuszdrdusrrrunuusunUssasiilundnguieanny

(1) IdP dinsmsremeudeyaininiusndnuallagldinsosewinsuszdsussnau 1o
Wisuileudeyaiieniusndnualivdeyannduvesinsuszdriszunmu wasaasy
A0 1rraIUnTUsEiiUsEr UMY SEUUATIRER UV SN UTDIST

) 1dP desnsrvaeunnuilegisiveidndnualainuvditeyanuiteliovemiisnuuedsy

didinedatos 1 mieau uenwlleangiudeyansiyuveinsunisunased
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s¥AU IAL deimvuavainsiadeudoyaineaiudnanual

(3) 1P msnsaeuLazBudutamansindevetyanaiiadasldusns wu asivdeu
mngarlnsdnidudliuinmsinsduiinioun wastiududemnmsfinasenissiaru
T¥asaiien (OTP) Aidaldinng SMS visediua

43 donmunvan1nsianauataulessErityananunanyal

TOMUUATBINTINTIRABUATILLTULENTE NI UARAAUSRANYAIMINTEAY IAL aunsauansla
MUMITNT 3

M15°9% 3 FaNMuAYaINITATIVEIUANUTNTBTERIYARARUSRAN WAl

STAU IAL JafmuavanisasradauaNutanlesznisyanaiudndnual

IALL | IdP BidnTussansindeumnudenlasssnityaaaiudndnual

AL2.1 | (1) msfigauiauluunuiuieims auuulinuiuseni

(2) Idp é}’aﬂﬁﬁmﬁﬁﬁlﬂ%auLﬁ8U‘LUW’I’1ﬁam‘w’iwﬁwawma (visual comparison) U
ﬂ’lWI‘UMUW’Iﬂ‘U‘U‘UEN‘Viaﬂ%’IULLamG]U‘UENMU’JEJ\YM‘UENS% wEamwlumiran IdP fag
‘wmummmaquﬂmauumﬂaumumu IAL2.3 Gl viad] miaqmw‘i,wmmaﬂwmﬂauu
Sutfushmuiiszau AAL2 Wuethales

(3) nsdifgalimuuuulinuiusendl 1dP destudinamlumirvesymna Weteaiy

msufasilulifgaisnuriedisldigalinudnass

IAL2.2 | Far vuaiuieniu IAL2.1

IAL23 | (1) msfigalsmusuunuiusomihusauuulinuiusientn

[
=

(2) 1dP faalSyuiiieudayaiiiii (biometric comparison) lagldign1slaisnsuile Asil
(2.1) 1P Mmelulag¥fidlumsSeudisunwluntiviieansiinflovesyrnaiutoya

Y

FINFANTUVRMENFIULAABIULDINUIBINUVDI5T
(2.2) 1dP ldszuuiigatismmumelunimieddvia (face verification service) 704
nsgnsrmelnglumsiuSeudisunmlumihvesyanaiugutoyadaia

(3) nsfifigasmuuulinusiusent 1dp G’Ta\iﬂuﬁﬂéﬁayjaﬁmummmwawﬂﬂa (biometric
sample) iietastumsufasiilailéfgadsnuniodiolifgainsnady

Y

A3 | (1) msfigaiimusuunuuseniiwinty
(2) 1dP faaUIeuiisuteyatiiii (biometric comparison) Tneld38nslaianswie dail
(21) 1dp WimaluladTddlunaioudiouamloniviensindevesyaaaiudaya
PIAINTUVBIMANFIUUAAIAUVBINUILNUYDITY
(2.2) 1dP Mszuufigausmnuiisluntivneidvia (face verification service) ¥o1
mwsamm@lmﬂumim’%auLﬁaumw’[,wﬁwamﬂﬂaﬁugwu%’ay)a%aﬁa

a

wiwvesyena (biometric sample) wadosdiunsuasinlila

@
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tafmuavasnsiUssuliisudoyadaia

(1)

(3)

aa ¥

QREIRIEEIY ausuauasu'mmmaqmwumsmsaum punuuni anonil s (one-to-one
comparison) sewinsdeyaiafifvesyanaiansnuiudoyaddinnmdngiunannuvie
Nnwenuresss taglivihnsSeuiisunuunisiengs (one-to-many comparison)
fugrutoyaiiidoyadddvesyanamnnimisay

1 o

anuusudlumadisuiisudeyadrindedidnsnsidigianaia (false match rate:
FMR) lsifin 0.01% wazdnsinishildrgtianain (false non-match rate: FNMR) TaiiAu 3%

(2]
= o € o [ @ 1 2 2 = = [ o Aaa
ﬂimﬂﬂiw@ﬂu%%@uLLU‘UlﬂJWUL‘WL!G]EJWU'W IdP gasiimalulagnisesiadunisuasuudasdnia

(presentation attack detection) Lu msmwﬁ’umsﬁ%%‘uamﬂﬂa (liveness detection)
Woerisdasdunislandnienisidawlunidwieasindevasuy (spoofing attack) Wil

IdP @u15aWIsUINTITVIAgOUANEINNTTRLAlLLaE N1 59 TI9T U UaeNuUaTa AR
Iaanadaavseiiauidedldnuansgiuaina wiu ISO/IEC 30107 Information technology

~ Biometric presentation attack detection %38 FIDO Biometrics Requirerments

[

JomuuaAnan ?J@ﬂm'iwaﬁ]ummummvm IAL LLG]a“’i‘“@Uﬂ?ﬂ?iﬂﬁiﬂlﬂ(ﬂ’mm’ﬁ’mﬂ 4
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IAL2.1

AL2.2

IAL2.3

IAL2.1

IAL2.2

IAL2.3

IAL3

nssauswdoyanenusndnual

IAL3| IAL1

swsadoyaisaniudndnual Fududeyaiiyanaduduiunuies (self-asserted)
Walduanuazindndneaiilifeadufeinardniuanislanzyad

v

(919)

v

(919)

sswdoyaisaiudndnyaianvanguuaninueg ey 1 atu Weliuonues
ndnualiiiidufenaziinnumanizinnzas

(794)

($a9)

($99)

(794)

(F99)

(M)

Hurndeyafisaiudadnualnnvdngiunanmuediades 1 adu uazan
wiaseyafiiudeiiovennisnuvesiaiuiy (uenmileangudeyansidouves
nsuMsUNATEY) WsldhenuezdnanvallimsduReIlaglanuemei1s s

(7o)

nsaseseudayaieaiudndnual

nstldUnsUsyiUsEmrUMUUBINUSTAHA

- nadifiedesdiuling aedeudeyaiferfusndnuallngldinsesetulng e
Wisuisudeyaiiofusndnuaifuteyannduvesinglsssiussmou

- nsdlufindesduting anaaeuteyafeiusndnual Tagldteyanuans

Budusiinuues IdP Aaefigaufmuresyrratuannouiseiu IAL2.3 Juld
Vil mdewamstiudusinuniideyaineiiudndnuaidediyanatiudududin

'
=

fAszau AAL2 Wuegelse

(7pa)

(%89)

(R93)

(F29)

nsalldunssedmUssanguluuaunUIEad
- ATIRERUANTULTIUNTUTEIRIUTZIBUMIE TEUUATIVADUVDINUILNUVRST
Taeldnuneaadu (chip number) nsdliesaseudng s ldnunuaandaing

Uszandnuservu (laser code) nsdllaiiiiaSasonudng

($29)

(09
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famuuavasnsigaisinu

msngaudnuwuulinudiusienti

NSNEAAINULUUN UL BT

IALT | IAL2.1

IAL2.2

IAL2.3

IAL3

IAL1

IAL2.1

IAL2.2

IAL2.3

IAL3

nsaldUnsedriausssguluuiunysEad

- nsdifiiedessuties arvaeudeyaisiusndnuallaglfiedessiudns dio
L‘U%‘EJULﬁﬂu%zﬂaLﬁ'mﬁué'mé’ﬂwaiﬁ'u"ﬁagamn%ﬂ‘uaaﬁmﬂsxﬁﬁﬁw‘ism‘uu IGH
ATIVEABUANTUZYDIUNSUTZIFIUTEVITUNIYTEUUATIAERUTDILIBUST

- nafibifesagulag asavaeudeyaiiediudndnunlvestnsussiissu
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sWaduand1 (memorized secret) saufy gunsal OTP wuudadeLana (single-factor
OTP device)
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saufuaninaiu 2 Jeduilueghaios warlidailddudusnuidananifiduanioug (hardware-
based) UsTNEYAU1TE (cryptographic key) uazanunsalasiu IdP #uasu (IdP impersonation

resistance)

et msuandbiiuigdlduimsaseuasotuazauautadavainisduduinuiiunnsiaiu

2 Ua98Ma9n i unIsmenueiis st udumnuiduaslasnne muﬁam'ﬁmmﬂ%ﬁud’wﬁ%’ﬁmi

ATHUATDATAIUANNALAT SR UNSMENIIB NMSINIEY (cryptographic protocol)

vilauesdanilgiuduimnuiianinsalile

ASHUTUFIAUNTEAU AAL3 fadldstinuesdesildiudusmauaindnasnsealuil

(D
2

3)

@)

gunsaldsaduuuumansllade (multi-factor cryptographic device)
gunsaliinsiaduuuuladeiien (single-factor cryptographic device) saufu sWadu
41 (memorized secret)

gunsal OTP wuunanglady (multi-factor OTP device) Sy gunsalidrsiaduuuy
Uadeifien (single-factor cryptographic device)

gunsal OTP wuunatatads (multi-factor OTP device) lawiziilusnsaurs sauiu
govldursitnsiasunuuladiien (single-factor cryptographic software)
gunsal OTP wuudadaiien (single-factor OTP device) lwiziidugiiauas soufy

gavlAusitsasuLuUvanatlade (multi-factor cryptographic software)
gunsal OTP wuuladaLfen (single-factor OTP device) wizitdusnsauas saufu

gawslasisiadunuutadeiien (single-factor cryptographic software) uagswadu

791 (memorized secret)
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Jatmuaiiddny

(1) msdeansseninaglduinisuag 1dP

faar Ut iaulasnne (authenticated

protected channel) toinwiAluduIINaansNldduduinuuazdosdiunislanglag

AUNaN (man-in-the-middle resistance)

(2 Fnldguiuinudassansatesiumslanfuuudatoyad (replay resistance)

(3) @lrBududinudasauisatoaiu IdP dvasu (1P impersonation resistance)

@ Wedmsldgunsal wu nsdwiindoud Tun1sBududinu n1svaniengunsaldaing

Wy Msldausiadiudd (PIN) wsodif) deslifaiduntdudadevsinsiududinu
Y ' Py ¢ o VA < &

fosan 1P aglilasnsansiuliiigunsaigndensd visenszuiunmsuandeadulumy
Jofruauesdn s udusauriinuuvsali

24 ayudemuuandrfyvainistududinuniuseau AAL
¥ o e w M v W @ : o 1% -
TormuaiidAgyuesnstuduimunuseau AAL wingsvavanunsaasulaniumsiei 1
A15°97 1 asudemunuaiiddguainistuduiinuaiuseau AAL
fanvunvag 32U AAL
nsguduinu AAL1 AAL2 AAL3

P o Ao v o
sfinupadanldgudu
fmuannsalole

yiinvadeiilddudusm

Nnfdendeluil

(1) memorized secret

(2) out-of-band device

(3) SF OTP device

(@) SF crypto software

(5) SF crypto device

(6) AeTildEudusm
¥ilndu q Aisedu
AALZ ey AAL3

iinvedaildtudusnu

Mnfadenseluil

(1) MF OTP device

(2) MF crypto software

(3) memorized secret +
out-of-band device

(4) memorized secret +
SF OTP device

(5) memorized secret +
SF crypto software

(6) AfildBudusnu
wilndu 9 fiszéu
AAL3

gilnvedefildiuduin

nnsadenseldil

(1) MF crypto device

(2) SF crypto device +
memorized secret

(3) MF OTP device +
SF crypto device

(4) MF QTP device
ameiduaniauag +
SF crypto software

(5) SF OTP device
wweiiduaniouas +
MF crypto software

(6) SF OTP device
wmsidussonns +
SF crypto software +

memorized secret
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Jan1vunUe 52AU AAL

NsBUGUAINU AAL1L AAL2 AAL3
msdesiumsloud v v v
lngAUNAT

{man-in-the-middle

resistance)

msdaatunislaug v v

RRIENGHGEY

(replay resistance)

nstdesiu IdP dasu v

(IdP impersonation

resistance)

wneLve): SF #8319 “single-factor”, MF 8831910 “multi-factor” wag crypto 8811970 “cryptographic”

v o

3. UONVUARINTNAUDIRIN ITEUTURAINY

yilpvosFanlidududinun 1dP awsaeesnunieamuidouliiuglduinseldlunsiuduinu

ANUTEAU AAL Teail

3.1

(1) sAaaUanan (memorized secret)

(2) gUnsalfoansvesnisdu (out-of-band device)

(3) guUnsal OTP wuuladeiden (single-factor OTP device)

(@) gunsal OTP wuumanedade (multi-factor OTP device)

(5) woalsTRaRuLuUTadEf (single-factor cryptographic software)
(6) aunsalsHaauuuuleduliien (single-factor cryptographic device)

(7) weWAwIsisRaRuLUUTaetlady (multi-factor cryptographic software)
(8) gunsalitsaduwuunatstade (multi-factor cryptographic device)

SWaaUaAA1 (memorized secret)

o

saaUN1 (memorized secret) w39 §anAulaenaluinswanu (password) uisiavsia

v
v v

@267 (personal identification number: PIN) 1udeyaduiilidldusnsendt vl sWaduandd

YU
&

soslanududoulussauniennuinsamailaeglivsyana

=

saduandnduladureanmsBuduimulssaniaiinad (something you know)

q

JaMUUAIBNATLA

(1) wsiaauda (PIN) Mamadouldivgunsaiiianizianzasdodiinaue1iosiLas

p819U0Y 6 AN YusNITWarY (password) dasdininugegieties 8 snuse
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(2) 1dP masimuasIenIsIRaduandvillvaensy (blacklist) e lulvdlduinisiden
SHAGUINTIINTIINTAING LY sanuiiiaegnlandluedn arfinulunauiynsy
MINYTEIMIaMSNYsISasasuU azAfiamaelalagdng

(3) 1dP masfAmuugthdmsugldusnislunisidensiaduandiiaanlaein iy daein
syRuANNURBRABYDI RN

(@) 1dP $84iIn1537RINUIUATIVBINSEUTUAIAURANAINM NN AU LT 4.2

3.2 Qﬂnizﬁﬁamﬂiaamaéu (out-of-band device)

gunsnidieansveansdu (out-of-band device) Wugunsaliiamisadeasiv 1dP egaaendy
HNUBINNaEBEN5504 (secondary channel) Fallanandesnsdeanswan (primary channel) #l4lu
nstudusiny

=l

gunsaldeansvosmeduiuiiaduvesnisBududinulssandiinnd (something you have)

o)

as

gunInideansvemsauansainumeIimMslaisnmnis 6

Zhe o

(1) gliusnslasudeyaduangunsaideatstomnedusiiuremsioansses wasdiloyadu

(%
@

Tuluds IdP Taglddeanisdeasudn dredrautu diduinsldsudeyaduidudiae
6 nanMdGilnsAmiadauvnig SMS uasnsendeyadutiuuumhensdudumn

@ Alduimslasutayadunudoansdeasvan uarldgunsaliearsyaaniduiiieds

1%
L%

U . ]

£ s ) @ ' ] Y a I LY
Joyadunuld 1dP Ingldvemnsdeansses dretagu flousnisiiudeyaduiiians
\Uu QR code vunthssdudusinu uazldlnsdmiiedouiiauny QR code tuiiolviiin

1 s

Asdsteuaduludy IdP

Y

JOMAUANIBNATA

(1) a;LJﬂ'iaiﬁam3ﬂiaam1a§uﬁaaa§wﬁiaamqﬁamiiaaﬁLLEJﬂmmj'aqmqﬁamwﬁmﬂai%’%u

viodadeyaduriv IdP visll gunsalvateneilddeansiu dP diudeaniadeasvaniay
Fownsdoarsioteradugunialifientu lnegunsaldnd ndashivinliteyaizlvasin
Founmilsluddndesmmilildlaglilasueuananglduinng

(2) Basildanunsanandliiuinglduinisaseuasesuaraiuauaunsaiilanizlaneas Wy
380139114 voice-over-IP (VoIP) w3adwa gadhifieiduisnsduduiinuiisgunsal
domnsvoan1adu

Y

(3) gunsaldpansteiniedudesiinisiuduinuvegunsaliu IdP Mmedsnislaisnisnis

e

s

il
(3.1) a$ageamadiiauuasasdy (authenticated protected channel) fiu IdP Tagld
nsrurnMTdIIady (cryptography) Teenguaidisiadasgniuliluidaiiu
fivaonsy (secure storage) 88 194MLNzaN LY U keychain storage, trusted
platform module (TPM), trusted execution environment (TEE) %#58 secure

element (SE)
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(8)
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(3.2) dududmuvesgunsaliulasaiglnsdwiasisue lagld SIM card w393snsau
fanansaseygunsalld Bnnslidesgnltiamensdn IdP dedeyaduudigunsal
AoansrpannadunIulaTIielnsANYIA15 ST

s

nsgudusinuvedliuinisgadldisnislaisniswils Asil

(@.1) msdstoyaduly 1dP nevenndeansvan: IdP dasdslayaduiiasialuiuugy

lUgsgunsnideansyesniedu andy 1dp dassenismeundudayadudu
ymatensdeansudn

(4.2) msdadoyadull IdP mevosmnedoansses: IdP Fasuansdeyaduiiadredunuuds
Tidugldusnmsmedosmedearsndn aandu 1dP sassensneundudoyaduiiy
NngUnsaldeasvemmsduresliuinimmadeamsdoasses

1%
1% v o v & | v

VOUARUNAT VUL UUENABINAIILENMIVDIA UYL NUBY 6 WaN

Y q

dP dasrimunszezia1vesnIsnaunaudeyaduaingliusnisiiliiiu 10 wad winifu
SL8LIANNINIUA msﬁué’u@hmuﬁqﬂa'nﬁ)sﬁa’hLﬁumsﬁué’uﬁmuﬁiﬁgﬂﬁm

ldP dessaniunisneundudeyasunngdldusmaiesniadedluiiasseziaifinimun
wietasiunslanfuuudadeyadn (replay resistance)

IdP §a9din1531NAINUIUATIVDINSTUSUFIPURANAINAUAR I UA LTS 4.2

gunsal OTP wuuladaifien (single-factor OTP device)

gunsal OTP wuuiladeifien (single-factor OTP device) iugsauasianiy nsovonsuas
nfenuugUnsal (u Insdnwriedoud) dmsuldasne OTP Inerflduinisaziy OTP fiudnna
vugunsallunsenuumtiensBudusiauues IdP WeuantliliuiimuesnseuasesazmunugUnsal

YUY

gunsal OTP uuudaduifiedrussydeya 2 Ardmivldasne OTP fe (1) neywaauuing

(symmetric key) F93zdd1ninaanoignisldauvetgunsal uag (2) nonce J99z1Udsundasan

& a ¢ % o PN 1 o
nnassigunsaifimslénuieasulainuaiiiagdu

gunsal OTP uwuudadeidendudafovesnisiuduiinulssinndfiauil (something you

have)

ToMNRUAYILNATLA

(1)
(2)

(3)

OTP #84ilANLIUDIAATDL 1LY 6 Van

o ~

n3ai7e1 nonce 7 b as19 OTP W& sunUasainIuiarfagiu @1 nonce dosdl
nswdguwlategatdosyn 2 Wil uay IdP fadeensyu OTP %i@31991nA1 nonce FanaT
Wigsadafelurnszosinarinuaiedesiunislanfuvudadayadn (replay

resistance)

IdP $89in15310ATNUIUATIVDINTHUTUM IR URANAMANUAR I MUA LTS 4.2
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3.4

3.5

aunsal OTP wuunanetady (multi-factor OTP device)

gunsal OTP wuunatedlade (multi-factor OTP device) Wusniaursianne wievemsuas
fifadsuugunial (Bu Insdwiiadoud) daazasrs OTP ndmnflduimstudiuinulnelitadvves
msBudusauiians (Wu nseniavsfadiuds (PIN) visaunuasiidie) duse Taodlduinsasin
OTP Ananwmauugunsailunsenuundhesduduinues 1dP iouandliiuinuesaseuaseauas
pruangUnsaituads

Tuihusafienduiugunsal OTP wuuiladuiden aunsal OTP wuunaneladuussgdeya 2 A
dwfuldasn OTP fe (1) nayuaruans (symmetric key) 3 sazfidnasinasnargnisldauues
gunsal uay (2) nonce Fsazdsuudasmnassiigunsaifinislinunionasuudasmuna
Jaqdu

gunsal OTP wuuvatedeadeilutadevesnisdudumnulssandsiamil (something you
have) uavazains OTP winglivsmstudushaulaglitadovesmsBududauiiaes Jaduilede
Usstnnasiinas (something you know) w3e@afinandu (something you are)

TONVUAVNLNATLA

2
s

(1) nsBuduinumegunsel OTP wuunansladeudazasdaddladevesnsiiududnu
e 2 Uady

o an

@ Yadwresnsiudusmuiiassgandusiaduanimiotoyatsils

(3) nsmnvaduvesnisiudusnnuiiaeudusiaduanin swasuIniaedlnueNIVBsLaY

o819ty 6 nan WIaulusuniuualude 3.1

a

(@) nsdintadpvesnstuduiinuiaenlutoyat din Asldsutifgendulusmuiiivua

Tuive 4.3

(5) OTP @a3iiA1ue1I99sLav98Uay 6 wian

(6) n5al9iA1 nonce 71 17@319 OTP L& sunUasr1a1uda1fagdu a1 nonce dagdl
nsiasuUasegietosyn 2 uiil uay IdP fadeensu OTP N@31991NA7 nonce AINET?
WesasudsalugiasvesiianinvuaiieUesiunislanfuuudedoyadn (replay

resistance)

(7 IdP dasiinisanimnanuiuassinisiusuinuianainauin vualuiie 4.2

gandnsidsvaaunuudaduifien (single-factor cryptographic software)

gondwisidrsvaduuuutadeden (single-factor cryptographic software) Wunauatd1sie
(cryptographic key) inulilugninfanniedotuiinteyasuiuuau

msﬁus‘]’ué]’muﬁ'gstzjaWG?Ln%Lﬁffﬁﬁaa“ULLUUﬂﬁ]ﬁ“}’aLﬁmﬁwlﬁimamumm’tﬁﬁudwpﬁ%w‘%ms
ATOUATOILATAIUANN LI 1TH AR 18N 35 N15L9 150 ad U (cryptographic protocol) Liu
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A lduTn1sataneiloefdviasen nonce fidwnan IdP Aenauad1sia uavdwadnsl 1dP
aydsuLfiouandliiiuinaueinsouaseILayMUANN AT SFTULS

ganduisiisiadunvuadaidendutafeveinistududmulssianisiiquil (something

you have)

JOMAUAIBNALA

(1) nauadrsiadesgniulilud dafuii Uasndy (secure storage) o raimnzan 19u

keychain storage, trusted platform module (TPM), trusted execution environment (TEE)

%30 secure element (SE)

(2) zymmsuammﬂﬂﬂﬂaqmnmsLﬂmwsﬂmﬂuimuaumm lagldnsmvaunisidiis
(access control) GzNaumm‘imawwwmﬂmnmﬂmumL.muummmmmﬂmmmwalm

(3 nauadisiauasdaneiiuilidasdulumudommuaturigesnnsgiu NIST Spedal
Publication 800-131A Rev. 2 Transitioning the Use of Cryptographic Algorithms and Key
Lengths

qﬂﬂsﬂilﬁl”liﬁaé‘mLLUU{]ﬁlf:]’EJLaEJ’J (single-factor cryptographic device)

gunsalid1sadunuudadede (single-factor cryptographic device) v ugUnsaiv 14
neyaLsWa (cryptographic key) fiilveganelugunsal ieaswadnsnlddududmunasdimadns
tulldrgunsalvarevs (endpoint) Wun1sifiousslagnss (W Yaang USB port ussnenfiaimes)

nmsgududinuaiegunsalitrsiadunuuldadedeiilalaenisuandiviuingldusnis
ATOUATBNLALAIUANGUNTAITTHAGUAIELNUNTT 5115 aAU (cryptographic protocol) 1y
Fldusmsasansiietefdianenn nonce fidwunan 1dP fegunsalidrsiady uavdmadnsls 1op
psaeuifieuaniiiiuimuissnseunseswaymuaugUnsaidadutuats

Tounnsinssningunsalilsiaduiargeiuiiidnsviadu fe senduainisegnelugunsnl

=

wnsadunauaavegnelinismuauauaves IdP viveduangunsal

aunsaldhsiaduuuudadaienduladevesnsiududnulssinnaiinad (something you
have)

FOMNUAYNUNATLA

(1) newadnsfadaddausaiiheenangunsalidrsaduld

2 nawainsagasgnundemnnmsilawelaglidlasueugn

3) gunsalidsWaduuuudeaveideidesduluniuuinsgiu FIPS 140-2 Security
Requirements for Cryptographic Modules fiszau 1 \Jueadsilae

(4) vat,mlfﬁﬁﬁaLLazé’aﬂa‘%ﬁuﬁiﬁ?ﬁ@_@Lﬂuiﬂmmeﬁ”aﬁmuwﬁgusi"wmmmgm NIST Special
Publication 800-131A Rev. 2 Transitioning the Use of Cryptographic Algorithms and Key
Lengths
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3.7 sadwlsnsidauuuunatelade (multi-factor cryptographic software)

gl sWasunuuraadade (multi-factor cryptographic software) L‘L‘]uquLﬂLsﬁj’lﬁﬁﬁ
(cryptographic key) AUl lusniafaruiedotuiindoyasunuudy Feazannsaldanuldndannn
sﬂ%ﬁmﬁuﬁuﬁmﬂ@&ﬂ‘i’fﬂm‘j’wamﬁﬁué’uﬁ’muﬁaaa (WU nyentavTiaadIua (PIN) nIoawlnu
aeiiile) duse

msduduinudisreriusidisiaduiuunanedadeildlaemsuandiiuingldusns
ATOUATRILAZAIUANN LA 1S AR deLn et I§ 510199 ad U (cryptographic protocol) L
liusnmsasansiiedefdiasion nonce fidwnin IdP Monquarinsia uazdwadwsli 1dp
arasudiouandiituinnuiesaseuasesuazmuaunauainsiatui

gowAwsiisiasuuuunaneladailuladuvesnisbududimulssiandiiaud (something
you have) wazagldauldndwingliuinisudusimulaalidadevesnsiuduimunass dalu
Jaduusziam@adinng (something you know) visedsfinaniu (something you are)

Jamuuanmanaiia

(1) nsgududnusszandusiisiaduluvunatetatsusazasasedlstadevenistudu
ARUNT 2 Uy

2 ‘f]%"’wmmsﬁué’fu&hmuﬁamﬁmLﬁusﬁaﬁmmﬁwﬁaﬁaga%ﬁﬁ

(3) As@fvadvvesnisiudusaunasadusiaduandy sWadUIndfair1Ne VDI 1A
ag9e8 6 wan vsatduluauinivualuimide 3.1 Lardadiin1saInAIILIUAS VD

MSEUTUMAURANAIAAUTMRUA L UTITD 4.2

= =

(4) ﬂsfﬁﬁ‘f]aé’maqmaﬁu&hﬁmuﬁaaqLﬁuﬁayjamm Asludifseaduluaunniviun
Twihae 4.3

5 nawadrswaarsgaiulilun daiufivasasde (secure storage) o819z ay LU
keychain storage, trusted platform module (TPM), trusted execution environment (TEE)

139 secure element (SE)

6) nawaisiadasgnundesarnmsilamelaglilasuoyyn lagldmsmuaunisidnta

‘U

(access control) ‘rﬁ EJ‘L!EU'WG]I%LQ‘WWJZJE]‘V\IG]LL?iVlﬂTWUﬂLVI’]UUE‘[’]@J’]‘JﬂLGZJ’IENﬂiULLf\)LGU’ﬁViﬁlﬂ

() ngu,fﬂL%’ﬁﬁauaxé"aﬂa‘%ﬁmm%auﬁuiﬂmm%aﬁmu@%wfwaqmmigm NIST Special

Publication 800-131A Rev. 2 Transitioning the Use of Cryptographic Algorithms and Key
Lengths

38  gunsalidrsviaduunuuvatelady (multi-factor cryptographic device)

[

gUnsalidsiaduuuunatsdade (multi-factor cryptographic device) Lugunaniv 14

s

waLd1sWa (cryptographic key) filsegnglugunsal iieadrmadnsnlddudumnunazdmadng

[

f]
9
2
L% [

tuludigunsaivanenns (endpoint) Humsdouralaenss (W deams USB port vesnaufinmes)

-10-
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Y a A W W

il pruaisiazansaldfoulavdannglivinstuduimilagliladovesnistiudusmuiians

a o &

(U NSBNLAYSHEAIUS (PIN) #50auwnuaetinia) d1sa

nmsdududinudisgunsalidrsiaduuuunatstdadeiildlagnisuansliiduingldusans
ATEUATELNAZAIUANRUNTALd 1A UAdELNNATT N5 59 ER Y (cryptographic protocol) Laju
Fléuimsasasiiedefdviasien nonce fidwwnan 1dP fegunsaiiirsvady uavdsmadnsly 1dp
psrvaeuLiouandliifuinuesnsounsearmuaugUnsaldvaduiugss

Tounnsnsseninagunsaliirsiaduuaveendwisidsiadu Ao vendwisnileganelugunsal
Wnaiaduimuaazegnelinmsmiuauguares IdP visegkangunsal

& v LY v & (% o W a a a .
guasalisiaduuuuraedaduliutadsvesmstudumnulsuinvasinui (something you
have) wavagldnuldvdwndldusnsduduinulagldUadsvesnsiududinuiiass Fuduledy
Usenmdsiiaag (something you know) visedsiinauiu (something you are)

IaMuuaanALla

(1) nisdududnusiggunialidisiaduwuunatsladawsiasasedaalddadavesnisiudu

Anune 2 U9y

2) ﬂa%amaamsﬁué’uéf’amuﬁamé}’amﬂusﬁaé’mﬂ'«j’m%asﬁ’azg,amﬁm

(3) nsdidadevasnistudusinuiianadusiaduandt saduInddaslamIueIveIsILaY

v o

i Y Y] o A o v Y o= ° &
DYNUDY 6 KAN wjaLUu1U@7NWﬂ1WUWIUM’J°UE] 3.1 HAEADIUATTINAAITUIUATIVDY

AMSEUTUFIAURANAIAMUAN AU LD 4.2

IS a v

(4) ﬂicﬁ‘ﬁﬂa%’mmms@ué’ué’muﬁamLﬂuﬁayjamﬁa AstdutaRsesdulumuiiivun
Tusite 4.3

(5) nauadsiadetianunsatieenangunsaidisiadule

6 naywadvadesgnunlewinmadamelasldlasueygis

(7 eunsaligsWadvuuunatsdadedaudulunuuinsgiu FIPS 140-2 Security
Requirements for Cryptographic Modules fiszau 2 usdnation

®) nauaiisiawazdanesiuildhesduldmudaimusdusiivesmnnsgiu NIST Special

Publication 800-131A Rev. 2 Transitioning the Use of Cryptographic Algorithms and Key
Lengths

4. Yanmuanaluvasdanldtuduainu

denldgududmuinidugunsal (UszivBsiinad)

ldP dadlvisnuugindmiuglduinsifeivismstediuddildduduimuannnsgymenie
anvlue wazdaslinalnlunsiinoewnsesviunsldnuddldduduiauluiviivdwinlasuudeann
AlTUSnsidnldududmugamensegnuluy

-11-
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4.2

4.3

A1531NAVIUIUASIVIINITEUTUA N URAWANA

U
o

nseindanldguduinuriaduimuald 1dP dnsdinduiuaTwesnistududinuiiangin
ldP fasiinszurunisUesiunislaufiuuumigu (online guessing attack) Ly MsAIdusTadUInd
o 1dP dasdrinduiuasiwasmstiuduimuiianaiaselisweliusnsusiassie (Wu iy 100

A3) wnfudwauiimue 1dP msseiunstudusinuvesldusnsdngn

~ oA o 8 w v a v 8w ~f A W W a
weaalanaannistauanssvilvg lfusnsgnssivldalswinnistududinuianain
solauiuIIUNAMUA [dP 81adenttisnis Aadl

(1) Amualvlduinisdesunisnaaeu CAPTCHA (Completely Automated Public
Turing test to tell Computers and Hurmans Apart) Aeuazdudusinu

2 muualidldu3inissendwndududnuianamduszezinamis wazezmizaian
WTunnAsIldusnsBududnuRanatasowlieiy (Wu Wnduan 30 Jundildauds
1 Falienuiuuasvesmsiuduinuiianain)

(3)  gaUSURWIZNISEUTUAINUNLI9TA IP address %apﬂ%’u’%mimﬂﬁué’uﬁmuﬁ%%mﬁau
WU
Weldusnisfududiaudnia IdP aasuesiunsdududinuiianainadenountives
ALIUINNIHINEINNIN IP address et

msldudadin (amadeuldsumnuienlddududimunmdugunsaliving)

AMSIUTIR (biometrics) Wi awluntin anstiaile wazansdum lumsiududiau dolu

IS [

Uadraesnisduduimnuusyinndeiaaiiu (something you are) Mafl @alagudusnunanise

4
= a

soasunsldaudrdddmsunisfuduirnunuunatedads (multi-factor authentication)
Usznausy gunsal OTP wuunanelady genduasidisiaduwuuranslade wavgunsaliisiadu
wuuvanelady

v Ay o W A o

msldeudialunstuduinudditodnindewinvgua fail [1]

aas o 1

(1 MsldnuBlialidnsimadiaianain (false match rate: FMR) favibiiAnmulidule

AMaduduiauaeg uin1sia93e warenagnlauinlenisidamlunivse
ansihileUasy (spoofing attack)

(2) nswssufiaudeyadad@ (biometric comparision) WWuniswisuiiisuuuiiugiuaes
Anuu1azidu (probabilistic) vausyt Uadevesnisdududinulssiand u 9 Ju
mswIuieuegndauideyansaiuvisely (deterministic)

~ o o w A

(3) TEmsiinaeudeyad i filvedninfgiiuaunieuldnunazinasgiunimagey

@ Faflutedutoyadu isswndlivsvasdfamnsnaluedafifvesunnadinn1shum
Yoy anivesulaunianisateninyanadsendealnsdnn (nsdindulumin)
nsaeadtliynaaldiedudaing (nsdnduateiiadio) nSonsarenmanuasidengs
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o o

(nsaidusinumn)

£
P~

mawnil Msldanudiliflumstuduieuivoiinue deil
(1) Fafddesldidudadssruvesnisdududinunuunarsdass (multifactor
authentication) wavamzifeuldhuduamlidudusnundugunsel (Ussavdsfinud)

wnuu L‘LJEN“JWm/t’]ﬂ(ﬂ'ﬁ’lf\]‘W‘UQWmsﬂUiﬂﬁiLUUM’JUaauﬁi@ﬁ\‘iﬂﬂ’)’]@iﬂ’]ﬂ%ﬂ’]ﬂlﬂﬂ’]ﬁ Nl

a aa

|dP mmsmwﬂaaummi%uaummuw Lﬂuaﬂﬂimuu WG]LLVIUﬂ’]iLWﬂﬂ@U?JE)iJa‘U’JN

2]

Fadlvednna

(2) madFeuiisudoyaififawnsadiunsiigunsaivesslduinimmiofiszuuauues
P sadl mﬂmitﬂ%uLﬁauiaga%aﬁﬁﬁi’wLﬁumiﬁszwmumaa IdP MsFudetoyadqila
sENI9gUnTalfuteya (sensor) Au IdP Fasmiiunsudemiafiiinnnulasnds
(authenticated protected channel)

Q

3 anuwdudilunisSeuiisudeyatifdesidnsnsidiginnain (false match rate:
FMR) TaitAv 0.01% way am’tmﬂm i

3% (2]

Aamain (false non-match rate: FNMR) laiiAu

@) 1dpP gasfimaluladn1snsi9dunisUasuuuastilif (presentation attack detection) Ly
N1599233UN15A43nveauAAa (liveness detection) Wi agretestunislendidae
A5t nnlundiudeansiaiioUasy (spoofing attack) Wail IdP a@1u1safiansan
nInageuANEINITavennalulaln1insatunisiasunlastinidf vaenndaamse
Wiaufsaldmumasgivaina wu 1ISO/IEC 30107 Information technology — Biometric

presentation attack detection #58a FIDO Biometrics Requirements

1
o

(5) 1dP pnaddnsunundwesmsudiushausethdfitanaiadeides (wu liiiu 10 ada)
iy wudiswus 1P e19idenld3sns S
5.1) whaanduszeznamineuayliuduinuadirely wasasminuianfiuiu
nnafanglduimsdusuiauiianainsenoatu Gy 1iuduain 30 Junitluauis
1 dhlusmusnuadwosmstudusiauiionaa)

¥ a 7 -V V)

(5.2) ss¥umstuduinuiigiidfvelduinig uaziauslidldusmsiuduiiaudie

Aanlgiudumnurindu @11)
n1slasiunslanfuuudedayadn (replay resistance)
nszvIumstududtnuansadesiunislanfuuudstayadild mnmsduiinuastiinadns
AldEududInuasn suntnud launsavinlvnsiududiaudnsa visd nstestunislaus
LLUUE‘N%@@Q@"‘&’]L‘f]uﬂ’]‘iﬁ’]Lﬁumitﬁ11Lammﬂﬂ’]i?’{’eJ?ﬁSﬁiﬂutfax‘it/ﬁdﬁﬁﬂﬁ’mﬂa@ﬂﬁ@ (authenticated

protected channel) tilasa1nuadws i lddududnuoragnuluelagliivssasdnnoufiavd wdng
Yoamnsiisieudasnde
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4.5

AailiBudummuildan nonce wiefigatimnalmi (freshness) vawmadnsaldududay auil
anandilumstiosiunslasfuuudstoyan Weann 1dP aunsansronulssiuiiiwadwsd
fn nonce Mz e nadnsTldBusuimundatountignihandsd

Aaldtususnuiiinaautilunmstesiunslasfuuudsdoyatn Ussnousne gunsaldeans
Yoamnedu gunsal OTP sevlfuadidisiady wargunsaliinswady vaeiistaduandilifinaantd
Iumi{]aﬁﬁ’uﬂﬁhuaLLUqu%’ayja%W Lﬁaamﬂiﬁaé’mmﬁwgnﬁmﬂ%’ﬁgwém%’umiﬁuﬁuﬁammtﬁiam%@

n1sda9nu IdP firuaau (IdP impersonation resistance)

mslaufidensuasusaliu dP wiedisandudn nmslaufuuuiluda (phishing attack) tTu
mi‘maaﬂaaﬂﬁ;ﬁ%ﬂ%m‘mawﬁ@Lsﬁwmﬁué’uﬁmuuuﬁﬂ%ﬁmm IdP fuas

nsEUINNTTuSUFauTteu IdP AnUssudesassrpwmanidlanulasnse (authenticated

protected channel) fu IdP uazdand auloeiaszytaema (channel identifier) ¥893 89319911
Audaoade uiunadnsi L8 ududny aun1sldnaiadIud (private key) 909 l9UTn1s
avaneilefeRivarudeyasansdn anifu 1dp dasnseaeuasiedefiadionguemssaus
(public key) ﬁé’uﬂ’us‘ﬁuLﬁaﬁué’uéfﬁmmmcﬁ%w%ms by 1dP shdaeuelilannsathaeiiede

A A oW @/

AdvialudenaiiieBuduiinuiu idp @3l Wewindeamainaniidsyytomisiunnnsiy

aanldtudummunlifnueaudilunistesiu 1dP fivasy Useneudiy siaduandy gunsal
A ' - s P & a g v o W O Ve ¥ a U eag VA @
doasvemnedu wazgunsal OTP esniluddmliduduinuiililduinsnsenaadwsnlidudu
fmuiu IdP Menutes Jensnsendadwsilddududmumedliusniswlifins@enlowadnwsiy
fruladu (session) Nfasdudusinuey villv IdP flasuauisathuadwsibaunduludemelinu
P fassazdududnudugldusmslddnsa

5. ANSUSUISAANISEIN LG USUAINY

IdP vl enlesdndnvalvelduinisidriudaiilddududimuuazuimsinnsiiilddudu

fnuil MsUTsiansanldiuduiaulssneumenszuIunrig q 3duedivyinvesdnlyoudy

FIRU fatl

5.1

(1) nsidenlosdedildtudusny

(2) msgeyye gnalug W@eme wagnsosnnauny
(3)

(@)

4

mswmmquazmiaaﬂlmj
ANSLNDOU

msidouleedeiildduduinm

518 ealeed @ild S udusiinu (authenticator binding) fie n1sad1eanind ouloesening
Asflddusumnuiutndeslduing Lﬁ@lﬁéqmﬁusTuGT'mummsaﬁl%ﬁuguﬁzg%mm@%ﬂ%miﬁu
1 3¥5i 1dp annsaudealesdeilldfuduimududadvesilivinsTaensesndsitldfuduiamnm
é’uiw"lﬁﬁ’u;:ﬂsi?u'%mw%miawuﬁau?%qm%gué’uﬁamuﬁiﬂ%’u’%miﬁagdaut,l,ﬁa
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YamuuavaIN silinulasdeanldtududnu

(1)

(2)

IdP slaaiiusnwdayavesdsildbuiummuimueiiisrdosiudndnvalveldusns
naeRIYMIltuTeIRIvialef
Toyaninusnvidasusznevdioiuiivasnaiidonlyed i I8 uduimuid A vy
P lduIn1g uarasuseneumeeyaingiugunsainldidoulosdiliBududm wu
P address vsanuelavysydngunsnl

'
< ° o’ o

IdP éfauﬁu%’ﬂmsﬁayjaﬂﬁﬁLﬂumm‘um‘mﬁm'ﬁﬂmuﬂ%’waqmsﬁué’uéfqmuﬁ@wammmﬁ

AU lude 4.2

IdP fansivasurtinvasdidiuduimunduluaudairuniszdu AAL usazsesu

el o o o o de va o o A a A o deva o oo
nsdlf 1dP ey lalinsid euled i I gududnuiuiunsod i ldgududanu
nglduinsilegnouududrivinduesylduing Idp dasidliuinisbudusmmuiisedu

AL Y290 (M3eseiu AAL Tigendn) neunauiindnligudummudulng

Wawiudailddududnudulniuds 1dP aasdenisuduseuliyldusnsuiugemis
dudaszandomei lddeulosd s ldduduinudandn Wy nsdaldniediuag
Yo lHUINI9)

5.2 N13geyung Qﬂ‘UI&IEJ HeuIY LazN1seaNNALNY

o Ao va o o a & A 1 & s dy v o o o
aGWI‘UEJUEJUG\’NIUVIEjQJW]EJ Qﬂ“UIiJEJ nIvkaenY ﬂE)T]L‘LJuﬁﬂ‘WI‘UEJNEJUG]’JG]HW@’IR)Q(]H’JZJ?@EJ

Ineglaisgasadl datu IdP mstunufuRfivmnvaulunsdddldduduinuagme gnulue way

Eeovne suianseendaildiudusnaunaunusuin (replacement)

Jorimuavasm gy gnuliy uastdems

(1)

()

(3)

v

ldP a3sseiunsldeu wWnaeu niegdnisldanudilddududanu luiufivdeain
AsnudnlvBuduinugywe gnulue visewdeme

ldP anslgliusnmsiudusiaumedilidududnudsewseisnsdu 9 nouszayye
Tiudanisgamne gnaulue wand@umevesdanlddududnu webiduladinsudades

AANA1INNNELHUTNN D93

A Ap vA o W o v g v o A a Adeva o o a @ ¢
EN‘V]IEUEJ‘L!EJUW’JC‘]ua']iaﬂmujuiﬁaa‘U‘ﬂ@ﬂ’]Vﬁ@aﬂ‘WI‘Uﬂu&]umerumL‘Uuaiﬂﬂ'im

YDMUUAVDINTBANTAUNY

(0

@)

mindsilddudumauimuagayme gnulue vsademe 1dP dasdnliunisiigadsimnu

Y

vou luin1slmidaedsnnsvionan egrelsinng 1dP mmadenldnisigadaulmisie
TBmsiesundn Tngldnsesnaeuanudenlosssminagliusmsiundngiulaninu
ngltuImaeglalinu Idp Tunsiigatsmunsanounin

v v

Hoaan@n e udumaunaunuduiuLdl IdP pasdsnisudameulrnldusaisusiu

Y
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53 msuuneguasniseenivy

IdP g1390nd ¥ I g ududanuiidmuneignisldauliiud lduinis lnednldgududnu
nunegazliannsaldlunsududimuld dalu 1dpP asiluunufURTvunzanlunsaidanlddudu
mauvLeeny TIfinseendenliduduiinuduluy (renewal)

PoiuAYBINTLARE

3

(1) Fldduduimuiinunogdadsiansalddudusauld

2 deilnmsgududmulagldFenlidududnuinunety IdP aasudalglduinismsiuin
nstudusauiianainilondmlddudusimumunas

YoMuUUALBINITaaNLY

(1) 1dP aast¥eulasd@anlgiudusnudulnyd Tusseznaniwunzaunaundan st uduninu
UFLITNUADNY
@ dlegliuimslddeilddududmusulndlaudy 1P e1aviinoeudenlddududmuduiiu
Tusiu?
54  pISWNNDaY

mM3Liinaau (revocation) ¥38n135gAnTsIdIU (termination) vesdnldgududnu fie nsau
asgeilesssnindildguduimuiudndueslduing

YoMUUATINISnasy

e

(1) IdP gasfinasudenlddudumnuluiud Wenswnsdl eail

v o«

(1.1) deRdvialefnieUyduvesilduinsduanas wu nsdeTisvesiliuins wie

i)

~

! 14 < v
msananuglduinstuiasy
(1.2) dlegléusnmsSoweliinasudanldgududmu
(1.3) o IdP Ansangliusnsinaeau R linssunasnnnue
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nnnmsgruiiodiavedeyailunmiiaansadilalaie wanmiud

SEAUAIUUNYRRBVRINSHUTURIY (Authentication Assurance Level: AAL)

Wudanmuadmiundagnuiliuinsigaiiasiududaunniuananieuen

atielsiinuniiseuivigaduaziududimuie liusslsvdnelufinnsyesnuesasnsadiluussgnalld

JomHuavavnisiusudiau

ansadaviumshudiosaunais
(man-in-the-middle resistance)

MANUIN N, dulnns ndveasszaunluudofoveanisauduaIng (AAL)

as:ns>vavna

IWDRISUTADIA:EVAL

slavovAvitidududoau Aawisalila

U§9. 11 18y 3-2566

dulvins iing (infographics) wesszdumnutndefioveinsdudusiinu (Authentication Assurance Level: AAL) afunisasudornuniidfiyursdiu

X-ETDA

) 1 1 | I
1 1 | ! !
1 1 | t ]
ngpomMomsdaas ! § Memorized | MF [ b MF I . SF [
] Secret 1 OTP Device | OTP Device | ' OTP Device |
- ~ . ! 1 1 1 1
ﬂ Funsalzorumsivuciuvudy | 1 | I 1
g Uayath (replay resistance) ) as 1 ta: | ta: h ua: i
o o ] [ 1 [ i
~ fududlounuy MFCrypto SF Crypte | SF Crypto | SF Crypto | 1
Multi-factor authentication ansalovriu IdP davasu Device 1 Device 1 Device | Software t 1
uaztdavmsdusudxauiiu Hardware N i :
- N (IdP impersonation resistance) ] 1 | I ]
na:i Cryptographic key
] 1 i ! ]
] ]
I !
i : ! !
ansndavaumsivudiloanunalo ; ! ] 1
(man-in-the-middle resictance) : ! ] ]
ﬂ Pndaonwmsdoans was | i | |
2 | o |
. : i | i
< awsalpoiumsoudituudo Memorized : Out—of-'band SF Crypto : 1 | MF Crypto
dayadh (replay resistance) Secret ! Device Software : 1 ) Software
SuFudxaUIUU ¢ —m-- i | 1
Multi-factor authentication 1 I
i | 1 1
1 i 1 1
1 ! | ]
: gududaunuu awnsadavriumsidudicsnuna i I i 1
< Single-factor {man-in-the-middle resistance) 1 e I 1 | i
< -------- authentication ndavMuMsdaas Memorized 1 Out-of-band 1 1 SF Crypto 1 SF Crypto
Secret : Device : : Software : Device
1 t 1 ]

g unsasudenmuaiidifyuidnanunsgiy

SF #8910 "single-factor’, MF €290 “multi-factor Ua: crypto €2910 “cryptographic”

Ansvandonsin mmssssnssuneiidnnselind ifumaAigduazduduiiaumeiivia - dy 3 dadwuavaanrtududaau (aui use. 11 iy 3-2566)
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