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Digital Certificate

n Certificate X

General Detais Cervfcation Path

Certificate {
T thcabion path " X
(5] Thaiand Natcral Root Cartifizasen Aushonty - G1
“’]? NETCA -G1 General Detals Certification Path
EREEA 1501 asinesiiadssed ng e (umes)
show:  <Al> v
R Cefﬁflcate x ] ] " gu
Document Signing Certificate (17,285) =
) Feid Value o
General Detais Certfication Path :
i Serial number 582d3dee42b8bdc3729722db
- ~ |Signature algorithm cha2S6RSA
- §4 Certificate Information .| Sgnature hash adgorithm sha2s6
This certificate is intended for the following purpose(s): - 3 , . = Issuer GlobalSign RSA OV SSL CA 201...
« Proves your identity to a remote computer = - -, /vald from Friday, May 19, 2023 4:53:45 ...
* Ensures software came from software publisher Yald to Sunday, June 9, 2024 3:50:24..,
» Protects software from alteration after publcation General Detais  Certification Path = & et co. B INTERMET T e
* Allowes data on dsk to be encrypted . Jnet.co.th, INTERNET THALL... V. SSL Certlflcate (23)
* Protects e-mal messages — Show:  <Al> < Pyhiic key RSA (M43 Ritx)
* Ensures the Identity of 3 remote computer v
*Refer to the cerlification authority’s statement for detals. Fackd v = CN = *.net,c0.th
= a O = INTERNET THAILAND PUBLIC COMPANY LIMITED
Issued to: u3¥w Sumadiisdstvaing H1da (ne) .| Version V3 L = Huai khwang
" |Serial number 585850247ec97ca80192d414... S = Bangkok
_ |Sgnature algorithm sha512RSA C=TH
Issued by: INETCA -Gl j " |Sgnature hash algorithm sha512
|Issuer INET CA Test - G1, Internet T...
Vakd from 2/12/2020 to 2/12/2022 _;'s'&d from 12 nang A 2564 9:02:44
. |Vald to 12 nsn@IAN 2565 9:02:44
|G dviace 2111002310033 _slaunue ns =
AL . Edt Propertes... Copy to Fie...
2.5.4.97 = 2111002310033
Instal Certficate... | Issuer Statement | N = momm weay
) ) U = 1T
T = e la
0 = uiiv weday Hin
IC =TH oK
CK

Edit Properties Copy to Fie.,,
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PKI Based Digital Signature

* Cryptography

SignedData ::= SEQUENCE { =e AMN.1  Tag LenValue PDF document Byte PDF Document .

version CMSVersion,

digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo ssguENCE {

ntentT ContentT

n

Example: \ = 0
%PDF %?DF

Digital ID .
Private key signature dictionary
Certificate: /ByteRange {...}

Alternatives IByteRange

certificates [0] IMPLICIT SET OF [CertificateChoices | be—T"
crls (1] IMPLICIT SET OF [RevocationInfoChoice] OPTIO 1 [ 0,840,960, 240]
signerInfos SET OF SEQUENCE { -- SignerInfo Digest of | _ |
version CMSVersion, external doc'”
s$id Signerldentifier,
digestAlgorithm DigestAlgorithmIdentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTIO
signatureAlgorithm sﬂm(urulgorithxdmtifior,
signature SignatureValue
unsigned rs NP . .NAX] O
SEQUENCE {
attrTy l'liﬂ'-('l-(dqilﬁ)(tﬂ
attrvalues SET OF [AttributeVAIUE]
)} OPTIONAL

(PDF content)

840 bytes

Signature « Public ke
hash value /# moments < — 840 *ldentity ir{fo Sontents
computed for . PDF ) » Certificate

these bytes :
signature (stored on computer - Signed message digest PDF Signature

> = or security device)

« The unsignedAttrs of the ATSv3 includes an

-- ats-hash-index-v3 attribute with ATSHashIndexv3
- Attributevalue and id-aa-ATSHashIndexV3 attrType
ashindexV3 ::= SEQUENCE {

hashIndAlgorithm AlgorithmIdentifier,
certificatesHashIndex SEQUENCE OF OCTET STRING,
crlsHashIndex SEQUENCE OF OCTET STRING,
unsignedAttrValuesHashIndex SEQUENCE OF OCTET STRING

*Timestamp

H

240 bytes

Final hash value
(messagelImprint of
the time-stamp)

%% EOF
: — 1200 BEOF

-
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Signature application

PDF JSON

Q Certified by ONE CA <attakorn.wi@one.th>, One Authen Co., Ltd., certificate issued by AuthOne SubCA. Signature Panel|
o Somare = Encoded oo Decoded cimcrmommoscns
;; ~ Validate All
@ § . HEADER: ALGORITHM & TOKEN TYPE
2l R R O eyJhbGci0iJSUzZITNiIsIng1YyI6WyJNSULJUBRDQOJqQ2dBdO1CQ
- prmeme WdJUVgrbUY4bUJhVU5uc1U2V1huODZ rM2pBTkJna3Foa2 IHOXcwQk o
Dcument has not been mocfied snce it vae certfied p—— VA3SF1EM1A® K2N3QnR4VHd2LOIGZWSaY25hekVLemJaZnRRSme02 52;E:TlKg..)DIIIEBuntht_sz T3ikUkdorLTdJmBzE7Z55E3g8ftJGgg+2wSI/yEZCF3F88u
Signer's dentity s valid 24 ic dot pwaHBTandEb29hbEhFbERSRWRGTUFZRTBzangwOW9EdXc2cUIVvQ1l }
W= e e e P B | . / 3KzVOREEVSUMrM1MvQ1JjOGhFTGpBVDVY TmRITFFaSkFZLz1zNzd2
Signature is not LTV enabled and will expire after 2020/10/15 17:24:33 +07" - The signer's identity is valid. e / .
5 e / b1hLcWRETjhKTGNyaBJNRXpIK2JGemdCYW1rRWFzdFNWTVNPT1BLa PAYLOAD: DATA
Last Checkec: 20161203 093106 -0700 [\ ZMwR1dmMk tPWWJtOEw2QUpLWWNpYyt6TTgwe jRxajhETndxa3Jicm
s e ot S xwVjiBHc1hjU2tFRmw5SUktzdzZuMlcyYBZgb3FIWkwOMVV3eG1STFQ
@ Centied by mumiosinls <siriskde @t ificateissued by INET CA Ted [Somtmeprapeia | 3RHZTR2s52Q0110TFUUNZ5WUFOYVZPQk12YmtRNWAvUktnSk5SERWFO
| — - e : YTgBcHB4V2ZvQnNVMk10bTVLTF1QK3FDQXN4VGJIXLBRRKy9WbVpMc
[D Signature Validation Status ® WI1EOGtYTzRKR3dTVXNuUT1R6dAWhSN1hsTVBNVEtLTZ1JJekhZMXJDbW
@ [E vaidaen 1 ZrWS9hMjdBMNF rZ81DMWIzSzVKRFAycVBUYmMFCckpxVEN4dXNNZNZ
D it certification is INVALID.
A g CEEEEEE - The Document has been aktered or comupted incethe Cericaton was applid. || VTWOHL2RONWI4dUxpS1RYZ1B3aDNIeWIDcmJFUZB3MGLXSnVTYNNX
T e SMVCVWNPTWtqZDZjT1B5VHAVC2JJYO56bnRVeUITWKFTUXFOc1ZxW
Rev. 1: Signed by anasios?h] Signature Validation Status g J . .
) o FZZeC83b1QzSjc1MGFydDRIMMZEVGxXLZ1VPSU1JQ8JHbmg1YnRMem
Re"-2=5‘9“e‘“’ya“""“‘“" i Document certification is valid, signed by aua%viasths <sirilg tPVDNpa1VrZGO9y TFRkSm1CekU3WjUTRTNXxMGZOBSkdncSsyd1NJL31
o o) NS FWKNGMBY40HUiXX® . ey JzaWduYXR1cmVJZCI6IkZUQmJmYTRNbDdK e
- The document is signed by the current user. e — ] ‘ = ZVIHSO13jcVNXVW5nUW, . w .
ignature Properties... lose
o XR1IjoiMjAyMSOwWNyBxNFQyMToOMzoyNloil CJpc3N1ZXIi0iJtb3 VERIFY SIGNATURE
BoaliMilCJOeXB1IjpbI1Z1lemlmaliFibGVDemVKZW ST s oo o aFaE TokueAX6a306 pt7CONT Yy eRT) THnd1alg 1, or MK string forsat. The k
Sgnature Properties. | 5 hbHR0oQ3J1ZGVudG1lhbCJdfSwic21nbmFOdXJ1QXBw] | zhzURNAXqZRQazIP65vLg2vBGUIom40KI_- ey never leaves your browser.
e bnVsbHB . jCV61ZZ- PL07b32QG2HKPOOA T~

Gi2yt2t6379gTpZ616XjHHAWNTbGOaqf6amNCienIrGLNrZLn79gKx

M Wmvr / Tw w
BMgKnU748WmvrKKvqutatmURn1cq1KuhFTwZR3WRAL e o R g g 3

iaYdVb3doL6hdF8EI6kueMA4X6a3Copts7GBwrY _yd

zhzURNAXqZRQazIP65vLg2vBGUIom40KI _-
p107b32QG2HKpOOdfT- ® Invalid Signature

Gi2yt2t637gTpZ616XjHHAWNTbGOaqf6amNCienIr
s-1SZMIgk1l1AHem92hH-r _URsHdhzHAEV4r8zGIxw - - -
_nZIpilL1w9v2YaqjF7- ey never leaves your browser.
I1seGFrtbcBCUUSknwhCgSFREAzYvLLWRrnGeN-d5uWx_g5Pg

T

E-Mail

Test S/MIME - Message...

)
File Message Help Q Tell me what you want to do
W3Ry 96> @mypy [ e
I 1 PR
Issued to & Signature Verified
Test S/MIM E Common Name (CN) A9A5 2
Count TH
<« .ee Ty
PA Paradorn Atle mon <paradorn.at@one: 2l k2l i
To paradorn at 7:43 PM Issued by
Signed By Parador At = Common Name (CN) INETCA - G1
w Organization (0) Internet Thailand Public Company Limited
Counts ™
Test SIMIME i
enime « XML & OOXML
Best Regards, Begins on Tuesday, April 30, 2024
Digital Signature: Valid X Ends on Wednesday, April 30, 2025
Paradorn At
Assistant Di| Subject: TestsMIME Fingerprints ° BIN ARY
------- g dom Serial number 7557 = 808080
One Authen Signed  Paradorn At Algorithm SHAST2WITHRSA
Mobile : +66 The digital signature on this message is Valid and Trusted.
E-mail : par: R Subject Alternative Name
For more information about the certificate used to digitally Email aradorn.at@oneauthen.inth
| sign the message, click Details. P ! o
1768 Thai S ﬁ Directory cn=Paradorn At
New Petcha e
Khet Huay K [JWarn me about errors in digitally signed email before message open
l I



Security & Compliance & Legal

* Asymmetric key cryptography & Cryptographic Hashing
* NIST
* FIPS-186-5: ref: https://csrc.nist.gov/pubs/fips/186-5/final

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

FIPS 186-5

Digital Signature Standard (DSS)

f ¥ in &

Date Published: February 3, 2023

« ETSI: ESI: ref: https://www.etsi.org/committee/esi

ETSIL___\
W ), STANDARDS TECHNOLOGIES COMMITTEES MEMBERSHIP EDUCATION ABOUT IPR MORE = Q

TECHNICAL COMMITTEE (TC) ELECTRONIC SIGNATURES AND TRUST o L D S L
INFRASTRUCTURES (ESI)

Our work deals with digital signatures and related trust services.

ESP support

Membership information

This activity covers the format of digital signatures, as well as procedures and policies for creation and
validation. TC ESI also covers policy, security and technical requirements for trust service providers (TSP)

such as certification authorities, time-stamping authorities, TSP providing remote signature creation or Related Technologies

validation functions, registered e-delivery providers, and long-term data preservation providers. We

address Trusted Lists that enhance the confidence of parties relying on certificates or other services Certification Authorities and other Trust
related to digital signatures by indicating whether a given TSP was operating under the approval of any Service Providers

recognized scheme.

Digital Signature
Our work also aims at supporting the elDAS Regulation as well as the general requirements of the

international community to provide trust and confidence in electronic transactions.

n e Related News
uthen



https://csrc.nist.gov/pubs/fips/186-5/final
https://www.etsi.org/committee/esi

Security & Compliance & Legal

* Legal

Electronic Signature Laws & Regulations - Indonesia

[ ) United States . UETA & E—Sign Act Aug2022 https://helpx.adobe.com/legal/esignatures/regulations/indonesia.html

Electronic Signature Laws & Regulations - Indonesia

* The European Union . EU RGQUlatiOI'I (NO 910’2014): Electronic Signature Laws & Regulations - India

May 2024  https://helpx.adobe.com/legal/esignatures/regulations/india.html

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910 Electronic Signature Laws & Regulations - India

Electronic Signature Laws & Regulations - Brazil

EN . .
28.8.2014 | EN | Official Journal of the European Union L 25 7/7 3 Aug 2022  htips://helpx.adobe.com/legal/esignatures/regulations/brazil.html

Electronic Signature Laws & Regulations - Brazil
REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 23 July 2014 Electronic Signature Laws & Regulations - The European Union

Oct2023  https://helpx.adobe.com/legal/esignatures/regulations/european-union.html

on electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93 /EC Electronic Signature Laws & Regulations - The European Union

Electronic Signature Laws & Regulations - Turkey

[ ) An oth e r c o u ntry: Aug2022 https://helpx.adobe.com/legal/esignatures/regulations/turkey.html

Electronic Signature Laws & Regulations - Turkey

https://helpx.adobe.com/search.html?qg=Electronic+Signature+Laws

Electronic Signature Laws & Regulations - Thailand
Aug 2022  htips://helpx.adobe.com/legal/esignatures/regulations/thailand.html

 Thailand : Thailand Electronic Transaction Act:

Electronic Signature Laws & Regulations - Thailand

Electronic Signature Laws & Regulations - Bangladesh

ELECTRONIC TRANSACTIONS ACT Aug 2022  https://helpx.adobe.com/legal/esignatures/regulations/bangladesh.html

B.E. 2544 (2001)
Electronic Signature Laws & Regulations - Bangladesh

BHUMIBOL ADULYADEJ, REX.

Siven on the 2 doy o December B.E. 2544 Electronic Signature Laws & Regulations - Ireland

Being the 56" year of the Present Reign Feb2024  htips://helpx.adobe.com/legal/esignatures/regulations/ireland.html

His Majosty King Bhumibol Adulyede) Is graciously ploased 1o prociaim thet, Electronic Signature Laws & Regulations - Ireland

Whereas it is deemed expedient to have a law on electronic transactions,
And whereas this Act contains certain provisions relating to the restriction of

, oh Section 20 i o Sect Electronic Signature Laws & Regulations - Ukraine
personal rights and freedom, for which Section 29 incorporating Section 50 of the

Constitution of the Kingdom of Thailand provides that it can be made by virtue of the Nov 2023  https://helpx.adobe.com/legal/esignatures/regulations/ukraine.html

provisions of a law.

t h en Be it therefore enacted by H. M. the King an Act, by and with the advice and
consent of the Parliament, as follows:

Electronic Signature Laws & Regulations - Ukraine



https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910
https://helpx.adobe.com/search.html?q=Electronic+Signature+Laws

Security & Compliance & Legal

 Thailand : Thailand Electronic Transaction Act:

Qstehen

Regular electronic signature:

Reliable Electronic Signatures

(1) the signature creation data are,
within the context in which they are
used, linked to the signatory and to
no other person;

certificate information
INET Certification Authority
2019

v’pﬁ‘
Approved :'/

[ )

| . -

(2) the signature creation data were, at
the time of signing, under the control of
the signatory and of no other person;

(3) any alteration to the electronic signature, made
after the time of signing, is detectable;

(4) where a purpose of the legal requirement for a
signature is to provide assurance as to the
completeness and integrity of the information and
any alteration made to that information after the time
of signing is detectable.




Use case in Thailand

e-Tax invoice & e-Receipt
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Home Tools Test sign PDF-INE... x

w ® LG8 Q

Signed and all signatures are valid.

Signatures
(2~

Rev. 1: Signed by

Signature is valid:
Document has not been modified since this signature was applied
Signed by the current user
The signature includes an embedded timestamp but it could not be
Signature is LTV enabled

> Signature Details
Last Checked: 2023.02.24 15:21:24 +07'00"
Field: 1596095325994 on page 1

Click to view this version

2 Test sign PDF-INET CA.pdf

A M O @ 7ms% -~

B 2 & D WA

Signature Panel

o o -
AN __neu__|

ira vadsyUrzquansiiyfiiatiu Ak

Gy vinugfatuasa it

¥ o o e wal
ot AuNITUNNTIaNEFENINA T
30 RRUMENEIY WA, (3130} u o @il

A a il = o =1
FHAWATILNTDIAN | snusmiaunsasae

215591 1 AATNEASTUINIIINIUNAN
e ook s
2151 2 HiarsaneplBugauasTndiii
04 il 31 funnAu 255
: v
2715971 3 Ransauuwsissiadasunind uazr
25591 4 RAFOEFIAIZNFFINITUN

all o o » o
TN 5 WINTRNTBIAUY 3| (0713)

IR 8 A . ya W
PN ’N’H’ﬂL‘A‘f_l‘ul‘ﬂlyﬂ'lut&l]?J‘l{‘lﬂﬂﬂi‘:‘ﬂ&l

wWinnwigariuiag AnsauAmetieds

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details

correspond to the selected entry.

Show all certification paths found

v Thailand National Root “Sumi
v INET CA - G1
(S Gl
Issued by:
Valid from:
Valid to:

Intended usage:

@ The selected certificate path is valid.

Details Revocation Trust Policies Legal Notice

.ma - l LI e R - L] =&l
INET CA - G1
Internet Thailand Public Company Limited
2019/05/30 14:34:47 +07'00'
2020/05/30 14:34:47 +07'00"

Digital Signature, Non-Repudiation

Export...

The path validation and revocation checks were done as of the secure (timestamp) time:

2019/09/12 13:30:07 +07'00"
Validation Model: Shell




e-Tax invoice & e-Receipt

[ P . - oz Ry . ¢

« Tumnundaiuuiast 86/4 RLhNwovwoonlumnumEdiannsolng alusudiannsold 2 &t
eTax

- TurinunBegwegonuunsn 86/6 6 One.th

. - o 9 6 o One electronic billing
 Tuwurktau1asn 86/9 = =}.>[2% =} E) m
° Iua(l"l-in'luuqnsq 86”0 o'mrhdox:;mémsouné ’ dououlr ’ (NELLIVE] iusnun e_Ta X I n VO i c e Se rv i c e
MUSUILURAMAUA WdodaumrSoWiSuUSMS TAnsuassunns doyadiannsound

{usuanuu10s1 105 N3 ukLUSEUOAsSUNINS / '

Standard & Recommendation

* VUSO. 3-2560:

ionowadlannsalinddmsunistovisduiuazusnis ¥ S T e "

Ny —— i

form filli mins xsi-het

(Trade Services Message Standard) R

douaulkiiBodufn KSo WSUUSNS undoasswns

ZETDA

EXPORT EXCEL

olce_Crossindustrylny 1719157675 WVEUVCOX

standard Taxlnvoice_Crossindustrylnvolce_2p0 xsd->

176 o 03 i 10-12 10z 1T et waanens wartou ngsmLRS 10510 x_sigxml

i 7836129922221 (@it Tna) <rsm ExchangedDocumentContext>

* VUSO.14-2560: —— g

<ram GuidellneSpecifiedDocumentContextParameter>
<ramID ETDA v2 0->E|

<ram GulidelineSpecified DocumentContextParameter>

297kb

23092567 224755 u (aUsanalng)

<rsm ExchangedDocumentContext>

 indaio
[ ido i madon 02§ % ool <rsm ExchangedDocument
ww o - - w - G o - e e ) M: o ks i <ram ID>RDTIV0575526000058001 < ram 1D> i
[CUT IS 2] ) o
naslévono1u XML dsSunasuaniasuvouadiannsaiing vt < nm N> = S
» x  Attachments A s <ram TypeCode>388<am TypeCode> ; e i
it <ram IssueDate Time>2016.09.12T19 19 25 0<ram IssueDateTime> o St e ErEvEr

<ram CreationDateTime>2016.09.12T15 51 26 0<ram CreationDateTimé
suow | smdemine Snowiiu <ramincludedNote> XML

(Using XML Messages for Inter-Organizational Data Exchange) ol Ml O, | et onnie] s
-830451f3—fed1-43...3b28a8cfadd5.xml Receipt...Invoice em e P S S AP N

=

<rsm SupplyChainTradeTransaction>
<ram ApplicableHeader TradeAgreement>

xml_sigxml

35n1sasJvapulonalsalannsoind

- s2vasuURIUTUSUASY

asavaauWIuBUTsA
https://validation.teda.th/ “
n R webportal/v2/#/validate )

uthen



University and Education segment

Standard & Recommendation

* VUS.11-2560:
nsdanarktvdosusaviusduvudiannsolind

(Electronic Certificate)

* VUSO.14-2560:

ns{éVono1u XML dsSunisuanilasuvoyadiannsaiing

(Using XML Messages for Inter-Organizational Data Exchange)

* VUSO.25-2563:
vono1wdlannsaiinddnsuludszuoananisfinun

(Message Standard for Academic Transcript)

{QUthen

DaflkiA>wADKUNYaVANSANY

DIGITA
RMUTR

TRANSCRIPT

©® hlUldavasvu KSaaudaldnufi

<?xml-model href="../schematron/DigitalTranscript_Schematron.sch" type="application/xml|

v<tc:Transcript

xmlns:ccts="urn:un:unece:uncefact:documentation:standard:CoreComponentsTechnicalSpecifi

xmlns:qt="urn:etda:teda:data:QualifiedDataType:1"
xmlns: urn:etda:teda:documentation:Transcript:1"
xmlns:udt="urn:un:unece:uncefact:data:standard:UnqualifiedDataType:16"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:etda:teda:documentation:Transcript:1
file:../schema/data/standard/Transcript.xsd">
v<tc:TranscriptContext>
<tc:0ID>2.16.764.1.4.1.1.8.1.1</tc:0ID>
<tc:Version>2.0</tc:Version>
<tc:TranscriptID>ETR5730205 mn m /tc:TranscriptID>
<tc:Name>Digital Transcript (EN)</tc:Name>
<tc:TypeCode>@1</tc:TypeCode>
<tc:IssueDateTime>2021-10-08T15:36:54</tc:IssueDateTime>
<tc:lLanguage>EN</tc:Language>
<tc:Status>TRANSCRIPT CLOSED</tc:Status>
</tc:TranscriptContext>
v<tc:Student>
<tc:DataSubjectID schemel
<tc:DataSubjectID schemel

="StudenID">57, «imms w m</tc:DataSubjectID>
NIDN">140990 tc:DataSubjectID>

<tc:NamePrefix languageID="th" I :NamePrefix>
<tc:NamePrefix languageID="en" |y amePrefix>

<tc:GivenName languageID="th" >nmusmen :GivenName>
<tc:GivenName languageID="en"» :GivenName>
<tc:FamilyName languageID="th" smsmmes :FamilyName>

<tc:FamilyName languageID="en" M
<tc:Gender>1</tc:Gender>
<tc:BirthDate>1996-04-19T00:00:00.0</tc:BirthDate>
<tc:Nationality>TH</tc:Nationality>
<tc:ResidentCountryOrTerritoryCode>TH</tc:ResidentCountryOrTerritoryCode>
<tc:DateOfAdmission>2020-05-04T18:13:51.0</tc:DateOfAdmission>
<tc:FacultyName>Science</tc:FacultyName>
v<tc:ProgramContext>
<tc:ProgramID>310208102154</tc:ProgramID>
<tc:ProgramName>Information and Communication Technology</tc:ProgramName>
<tc:Major>Information and Communication Technology</tc:Major>
<tc:Degree>Bachelor Degree</tc:Degree>
</tc:ProgramContext>
<tc:CreditsTranferred>@</tc:CreditsTranferred>
<tc:PreviouSCertificate>ﬂﬁﬂﬂﬁﬂﬂ1ﬁauﬂa1u</tc:PreviousCertificate>

¥ /tc:FamilyName>

®

Certified by ¥1AngnanasuasuNTA lsml <admin@g.swu.acth> (Srinakharinwirot University), certificate issued by INET CA - G. Signed and all
X

signatures are valid.

Student ID No. : EFFFEMEQY
Birthdate : el W

Date of Graduation : K= F1 905

Qualification for Admission : B S b Wil
Remarks :

SRINAKHARINWIROT UNIVERSITY

114 SUKHUMVIT 23, BANGKOK 10110, THAILAND

Official Transcript of Academic Record

Name il RAST S ES 1, T LT

-] Faculty : Faculty of Agricultural Product Innovation and Technology
Date of Admission :  Magmss O S0 E Degree : B.Sc. (Graduated (2nd Honor))

Field of Study : Food Innovation and Business

Valid certified d
Source of Trust ' ‘

Document h|

Signer's ides
Page 1 of 2
The signatur]
Signature is

Signature Detai

Last Checked: 2024.06.20 10:49:49 +07'00'

Field: 1709023530185 on page 2

@ Juyana:suionans

|'
Ualkusnisuaasud n

@ &:00n Uasone &l

NDVUSKISLIUSKINS UKISNenasAauns
DIVISION OF ACADEMIC ADMINISTRATION, SILPAKORN UNIVERSITY

gital Transcript

SILPAKORN

® awNsagiv Digit

Jaoasis asddaauld
a=aon whivldvg
varhugovmv REG

do DigitaI.Transcript
Mo E-mail AundAnuis:uls

D Locked by

Course Credit Grade

Course

v 9 Rev. 1: Signed by INET - TSA <ra@inet.co.th>

Credit Grade

FIRST SEMESTER 2019

ATT?221 TNNOVATTON CRFATTON 1 R+

| Certificate Viewer
I

‘ This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

Show all certification paths found
Thailand National Root ( Summary = Details  Revocation Trust  Policies  Legal Notice

INETCA - G1
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Issued by: INET CA - G1
Internet Thailand Public Company Limited
Valid from:  2024/02/01 16:38:14 +07'00"
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T Intended usage: Digital Signature, Non-Repudiation
|
Export...

@ The selected certificate path is valid.

The path validation and revocation checks were done as of the secure (timestamp) time:
i 2024/02/27 15:45:30 +07'00"
Validation Model: Shell
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Certificate Viewer

1B261 T
This dialog allows you to view the details of a certificate and its entire issuance chain. The details Signer's identity is valid
1B262 correspond to the selected entry.
| Show all certification paths found is a document ti igl
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ONE AUTHEN COMPANY LIMITED
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IT211 5 S ick to view this version
1B215 Valid to:  2028/01/20 01:12:01 +07'00
o Intended usage: Digital Signature, TimeStamping

@ The selected certificate path is valid.
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Export...

The path validation and revocation checks were done as of the secure (timestamp) time:
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Validation Model: Shell
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EU DIGITAL COVID CERTIFICATE (COPY)

SURNAME / NAME
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DATE OF VACCINATION
2021-02-18

DATE OF BIRTH
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DOSES VACCINE
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this pass has expired [©)

SAVE THE PASS

TO YOUR PHONE

No need to print the pass, just present it
on your mobile device.

‘ Save to iPhone

I’ Save to Android device
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"URN:UVCI:01:SE:EHM/V100000024GISHM"
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onsideration & Future Challenge

* Traditional Signing & Remote Signing

(2) the signature creation data were, at the time of signing, under the control of the signatory and of no other person;

Local Signing Remote Signing
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onsideration & Future Challenge

Document Archive & Digital Signature Validation

Simple digital signed document

!‘ At least one signature has problems. Signatures

v A Rev. 1: Signed by asas

Signature validity is unknown:

Source of Trust obtained from Adobe Approved Trust List (AATL).
Document has not been modified since this signature was appli
Signature is valid, but revocation of the signer’s identity could nq|
The signature includes an embedded timestamp.

» Signature Details

ed: 2024.0624 0. 39 +0700°

Signature Properties
9927274 on page 1

Signature validity is UNKNOWN. w this version

L

Signing Time: 2019/08/25 01:05:27 +07°00"

Source of Trust obtained from Adobe Approved Trust List (AATL).

Reason: susasduuinneisd

Location:

Validity Summary

The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are allowed for
this document. No other changes are permitted.

The signer’s identity was valid when it was issued, but no revocation checks could be
made to validate the identity at this time.

The signature includes an embedded timestamp. Timestamp time:
2019/08/25 01:05:29 +0700"

Signature was validated as of the secure (timestamp) time:

2019/08/25 01:05:29 +07°00°

Signer Info

The path from the signer’s certificate to an issuer’s certificate was successfully built.

Revocation checks could not be done, possibly because you are not currently
connected to a network.

Show Signer's Certificate...

Advanced Properties... Validate Signature

ne
uthen

Signed and all signatures are valid.

Signature is VALID, signed by nias 253mana <paradornat@oneauthe
(Paradorn Athichitsakul).

&&=

Signing Time: 2021/01/26 12:16:14 +0700°

Source of Trust obtained from Adobe Approved Trust List (AATL).

Reason:
Location:
Validity Summary
The document has not been modified since this signature was ap,

The certifier has specified that Form Fill-in, Signing and Comment
this document. No other changes are permitted.

The signer’s identity is valid.

The signature includes an embedded timestamp but it is expired.
2021/01/26 12:16:16 +0700"

Signature was validated as of the secure (timestamp) time:
2021/01/26 12:16:16 +07°00°

Signer Info
The path from the signer’s certificate to an issuer’s certificate wa)

The signer’s certificate is valid and has not been revoked.

Show Signer's Certificate...

Advanced Properties... Validate Sign%

|

Signature Panel ~

ninth: |

Certificate Viewer

Simple digital signed document with LTV related attribute

Signatures

This dialog allows you to view the details of a certificate and its entire issuance chain. The details

correspond to the selected entry.

[[] show all certification paths found

d National Root Certification Au|
TCA-GI
NS 953mANA <paradornat@

< >

@ The selected certificate path

The path validation and revocation checks were done as of the secure (timestamp) t

2021/01/26 12:16:16 +0700°
Validation Model: Shell

Summary Details Revocation Trust

Gl

Issued by:

Valid from:
Valid to:

Intended usage:

is valid.

Policies Legal Notice

naes 083mANa <paradornat@oneautheninth>

INET CA - G1

Internet Thailand Public Company Limited

2020/05/07 12:41:22 +07'00"

2022/05/07 12:41:22 +07'00'

Digital Signature, Non-Repudiatiof

— CMS / CAdES Signature as
per Part 2 or part 3 %
— Appends to PDF

« Validation Data
applicable around signing
time

— CA Certificates

+ Document Time-stamp
— Protects data
beyond expiry of
user signing

certificate
Export ..

— Can be repeatedly applied
* New TSA certificate & Q
keys
+ Improved algorithms &
key length

Tt

Validation Data

Time-stamp ——

- OCSP Responses —

m.m

Nk

Validation Data (Sig)

Time-stampTS1 (2009)

Validation Data (TS1)

Time-stamp TS2 (2015)




Consideration & Future Challenge

* Quantum Cryptography & Al-driven cryptography

NIST Q

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

= CSRC MENU

COMPUTER SECURITY
RESOURCE CENTER
CSRC

PROJECTS

Post-Quantum Cryptography roc

f ¥ in &

S PROJECT LINKS

Overview
FAQs
News & Updates

Events
Publications
Presentations

Overview

Public comments are available for Draft FIPS 203, Draft FIPS 204 and Draft FIPS 205, which specify algorithms derived from CRYSTALS-Dilithium,
CRYSTALS-KYBER and SPHINCS®. The public comment period closed November 22, 2023.
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Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

= CSRC MENU

COMPUTER SECURITY
RESOURCE CENTER
CSRC

PRESENTATIONS

Presentation

Synergies between Al and Cryptography: Challenges and Research
Directions

January 10,2024

f ¥ in &

PRESENTERS

Luca Mariot - University of Twente, Netherlands

DESCRIPTION

Abstract. The interplay between Artificial Intelligence (Al) and cryptography has been a fruitful one for many years, although it became quite
prominent only recently due to the success of deep learning. In this talk, we give a broad overview of the research at the intersection of Al and
cryptography, considering both directions: how to use Al techniques to design and cryptanalyze cryptographic primitives, and how cryptography can
help in building secure and private Al models. For the first direction, we survey Al-based optimization methods and computational models to
optimize low-level cryptographic primitives, and how deep neural networks have been successfully trained as differential distinguishers for small
symmetric ciphers. In the other direction, we mention a few applications of privacy enhancing technologies applied to machine learning models.
Next, we highlight some recent ideas for detecting text generated by large language models via statistical watermarking, and how to inject
cryptographic backdoors in neural networks. We also take the chance to advertise the AlCrypt 2024 workshop (affiliated with Eurocrypt), which is
focused on these topics.

Suggested readings: https://aicrypt2024. aisylab.com; ia.cr/2021/1092; arXiv:2301.08012; do0i:10.1007/978-3-030-8795-4 1







